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Introduction to ADP Workforce Now

ADP Workforce Now® is a Web-based, fully integrated workforce management solution
that gives your organization a single point of access to payroll, HR and benefits, and
time and attendance information. This secure, easy-to-use solution gives you everything
you need to maximize your workforce and communicate with your employees.

ADP Workforce Now is tailored to meet the needs of your business. Therefore, menus
and menu options that you see will vary based on your role and the services your
company is using.

About This Guide

Types of Users

As a security master, you have the important task of assigning your employees to the
appropriate security groups in ADP Workforce Now. Security groups determine what
users can see and do on the site. When setting up security groups, carefully consider
employees’ job functions and what information employees need to access.

The ADP Workforce Now® Security Guide provides concepts and step-by-step
instructions for planning and implementing user access security for your company. This
guide contains detailed information about assigning employees to security groups,
creating custom security groups, setting user permissions (access to specific features in
ADP Workforce Now), and defining membership rules.

ADP Workforce Now has four default types of users:

< Employee - views and updates personal information

 Manager - supervises employee tasks and manages work events

* Practitioner - adds and modifies content related to HR and benefits, payroll, and
time and attendance data

e Portal Administrator - controls user privileges and the appearance of the ADP
Workforce Now Web site

The tasks these users can perform and the pages available to them depend on the ADP
modules purchased and the business decisions of the company.

ADP Workforce Now
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Navigating the Site

Role Selector

Menu item

ADP Workforce Now has a customized view based on the company’s setup and the role
of the user (employee, manager, practitioner, or portal administrator). For example, the
menus and menu items that an employee sees are different than those of the portal

administrator. To perform security access tasks, make sure the role displayed in the Role
Selector is Portal Administrator.

Welcome, Anthony DAMS
[ Edit page content More Information...

— Home - ‘ HR & Benefits « \ Payrall vi Time & Attendance vi Recruiting & Staffing vi Reports = I

Employes
SEu(Iiah( Message Center at a
Manzager Glance
Employee of the Month [—
Portal Administrator || here, Listed below is a sample mission of the month, Click the link above for

more information on his achievements. Click the fallowing link
st.;tament‘ To add content, select the Custormize (=) to access
tab.

messages and
. A . infarmation pertinent

Big Company's objectives are sustained growth 1o you 3

in shareholder valie through ever-improving you
financial results, World Class Service, and being an Employer of Features HE & Benefits
Choice. Messages

i i Time & Attendance

we will schievs these objectives by having a total commitmentto | Suplic Relations News e —
the highest ethical standards, by treating everyone with honesty, —
fairness and respect, and by conducting our business with the Corporate Director: Bayroll Motes and Alerts
highest level of integrity. Associate Handbook Administrative Activities

we believe in open, informal communications, hard wark, and
prodent financial management, These ars Big Companys core Events
walues, the foundation on which our business culture is based.

Qur Mission is to add value to our clients by making available a
broad range of mission-critical, cost-effective computerized
transaction processing and infarmation services to selected
markets on a global basis,

Adding Content - Add
upcoming events
such as tradeshow
dates and company-
sponsored events.
Add upcoming events,
News and Announcements such as tradeshow dates

and company-spansored
events. Samples are

listed below, To add
Big Cumgany Semi-Annual Analyst Webcast

Big Company in the News

B content, selsct the
“aur March 13th, 8:15 AM EST L amm— — Custornize tab.

“emau 10, New York """

Where to Find Training and Help

You can access portal administrator training by clicking the Support Center link in the
header at the top right of the site. Clicking this link takes you to the ADP Support Center.

In the ADP Support Center, you can find additional information and guides, training
materials, and other support information.

For help with a specific task, click 2 (Help) on individual pages.

Assistance for Other Users

ADP Workforce Now offers task assistance for employees, managers, and practitioners.
Task assistance is an easy-to-use reference that contains information on job-related or
personal tasks. For example, managers might use task assistance to learn how to
promote an employee. Newly married employees might use task assistance to find out
how to make changes to their personal information.

Users can access task assistance from the Support link in the header at the top right of
the site. The content they see is based on their role.

Security Guide
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Importance of Logging Off

It is important that you log off ADP Workforce Now to ensure that no one else can
access your site and view your personal information.

1 In the header at the top right of the site, click Log Off.
2 Click OK to confirm your action.

3 Close your browser window.

ADP Workforce Now iX Security Guide
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Chapter 1

Planning User Access

ADP Workforce Now® provides powerful tools for securing user access to the workforce
management information at your organization. Providing thorough security around user
access requires a partnership between ADP, who offers expertise in workforce
management technologies and methodologies, and your staff, who understand how
people need to see and use information at your company. ADP collaborates with key
personnel in your organization — most notably, a trusted, high-access user called the
security master — to ensure a comprehensive and successful implementation of user
access security for your company.

This chapter provides concepts and instructions to support this collaborative process.
Your primary task in this chapter is to work with your ADP representative to gather the
information necessary so you can set up users and secure user access to ADP Workforce
Now.

This chapter covers the following concepts:

e The tasks commonly performed by the security master

e The security hierarchy in ADP Workforce Now

e The forms necessary to gather information and plan user access
e The process of planning user access for your company

ADP Workforce Now
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What Does the Security Master Do?

The security master is responsible for:

Setting up users with the appropriate role in the ADP security management service,
the technology that authenticates users and authorizes them to log on to ADP
Workforce Now

Determining exactly how much information users should be able to see and use in
ADP Workforce Now

Working with your ADP representative to properly set up users so they have the
appropriate amount of access

Implementing user access for the ADP Workforce Now Web site

Implementing user access for the ADP Workforce Now modules your company is
using

Maintaining user access — for example, updating access to content as the user’s role
changes, resetting passwords, and reissuing digital certificates

Acting as the main point of contact for staff at your company who use ADP Workforce
Now - for example, coordinating questions and inquiries from users and
communicating these issues to your ADP representative

Your ADP representative will assist you with getting started with these tasks by
providing support and education about how to think about and implement user access.

Security Guide
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The Security Master Setup Call

After the Call

The Security Master Setup call occurs at the beginning of the planning process. During
this virtual meeting, you (as the security master) and your ADP representative share
information about the security process and begin to plan user access for ADP Workforce
Now.

During this meeting:

< Your ADP representative guides you through the registration process and confirms
you can log on to ADP Workforce Now.

< Your ADP representative provides you with important resources you need to complete
the planning process. These resources include:
- ADP Workforce Now Security Template
* ADP Internet Product Security Registration form
- ADP Workforce Now® Security Guide (the guide you are reading now)
Your ADP representative shows you where to download these resources. You can also
refer to “Security Master Resources” on page 3 for download instructions.

< Your ADP representative explains important concepts, such as the ADP Workforce
Now security hierarchy and the process for planning user access.

< You and your ADP representative discuss how to use the ADP Internet Product
Security Registration form and Security Template to gather the information needed
when setting up user access security in the ADP security management service and
ADP Workforce Now.

After this call, you will do the following:

» Review the ADP Workforce Now Security Tour, which covers the concepts discussed in
the meeting. (Your ADP representative will provide details on how to access this tour.)

» Work independently to complete the ADP Internet Product Security Registration form
for each user and to fill in the Security Template.

Once you have completed these tasks, you and your ADP representative will meet again
to talk over questions about implementing user access and to walk through a few
examples of setting up user access, based on the information you gathered on the ADP
Internet Product Security Registration forms and Security Template.

Note: A Security Master Final Review will occur after you have set up user access for your
company. This is a check back to make sure that everything has been set up correctly.

Security Master Resources

During the Security Master Setup call, you and your ADP representative discuss a variety
of information to assist you with planning user access. These resources include:

« ADP Workforce Now Security Tour
e ADP Workforce Now Security Template
e ADP Internet Product Security Registration form

« ADP Workforce Now™ Security Guide

These resources are available on the ADP Workforce Now Web site.

ADP Workforce Now
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Note: You must complete the security management setup and ADP Workforce Now
registration before you have access to the page where these resources are located. Your
ADP representative will help you to successfully complete these processes. You can also
refer to Chapters 2 and 3 of this guide for details.

To access the security master planning resources, follow these steps:

1 Log on to ADP Workforce Now as a portal administrator.

2 Choose Home >Administrator Resources.

Security Guide
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Planning User Access -

The ADP Workforce Now Security Hierarchy

This diagram shows the ADP technologies, process flow, and pertinent user roles
required to set up secure user access to ADP Workforce Now. The security hierarchy has
three levels: (1) ADP security management service implementation, (2) ADP Workforce
Now Web site implementation, and (3) ADP Workforce Now module implementation.

Security Levels Security Groups

ADP Security Management Roles

= Security Master

= Security Administrator

= Usermaster

= LserAdministrator

* ProductUser

= Employee Self Service User

Level 1: ADP Security Management

Frovides users with authorization to ADF Waorkforce
Mow and protects sensitive data from unauthorized
access.

Default Security Groups/Roles

= Poral Administrator = Manager

Level 2: ADP Workforce Now Security Access « Practitioner . Employee

Using security groups, controls access to:
» ADPWarkforce Now modules

» Certain features for practitioners

» Self-service features

Automatically Creates Custom Groups™

= Payrolland HR Managers

= Payrolland HR Employees

= TimeandAttendance Supervisors
= TimeandAttendance Employees

Level 3: ADP Workforce Now Modules

HR & Benefits Payroll Time & Attendance

Cantrols access to Contrals some Controls accessto
corparate groups (such || user-access employee time and “The awvailability of automatically
as business units). rights. attendance records. created custom groups depends on

the combination of modules your

/ \ Company is using
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Levels of the Security Hierarchy

Level 1
Security
Management

Level 2
ADP Waorkforce
Now website

While you, as the security master, begin to work with your ADP representative to plan
and implement user-access security, you are granted full access to ADP security
management and ADP Workforce Now. Your ADP representative assigns these privileges
to you to make sure you can access all content.

Level 1: ADP Security Management

During the first level of security implementation, selected users are set up through the
ADP security management service, which provides authentication and authorization to
ADP Internet services. During this phase,

The security master is established to oversee all additional security administrators, user
masters, user administrators, and product users.

< Digital certificates are issued to all security masters, security administrators, user
masters, user administrators, and product users to authenticate their identity.

The digital certificate is a “web ID card” that must be installed on the user’'s computer.
The digital certificate provides users with broader access to ADP Workforce Now - for
example, the ability to view information about employees other than themselves and to
make changes to the way users can access employee records. This extra level of security
is needed to ensure the integrity of ADP’s services.

As the security master, you have the highest level of access of any digital certificate user
and can use any aspect of ADP Workforce Now that your company is using. Other digital
certificate users have more restricted rights. For example, they might be able to perform
certain functions or access only certain modules of ADP Workforce Now. It is your
responsibility as security master to determine exactly what these rights should be and
set them up in ADP Workforce Now.

Important: You do not need to provide digital certificates to all users of ADP Workforce
Now. In fact, most users — the self service users — can register with ADP Workforce Now
to get a username and password without getting a digital certificate. Self service users
typically can view only their own information. ADP Workforce Now managers (also self
service users) can access information about the employees who report to them. However,
they do not have security privileges and are not able to change the way other users
access ADP Workforce Now.

Level 2: ADP Workforce Now Web site

After the security management setup, the security master sets up digital certificate users
with ADP Workforce Now access. Your ADP representative has set up the security
master with complete portal administrator privileges, so you can access all content in
ADP Workforce Now. During this phase:

* You assign the digital certificate users set up in the security management service to
one of the default security access groups (portal administrators and practitioners).
Users can be assigned to both groups if they should have full access. These groups
control which content these users can view and what tasks they can perform in ADP
Workforce Now.

- Both the ADP Workforce Now Web site and the HR & Benefits module are impacted
at this stage. You will make very specific decisions about the content employees can
see and use in ADP Workforce Now and, if your company is using it, the HR &
Benefits module.

< Portal administrators gain access to the Security Access menu, where they can
control the content other users can see and use.

Security Guide
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* Practitioners gain access to the modules identified in their security management
product profiles.

Level 3: ADP Workforce Now modules

The final stage of implementing security access is to set up ADP Workforce Now module
;%warkforce access - that is, which aspects of the HR & Benefits, Payroll, and Time & Attendance
Now maodules modules (if your company is using them) can each employee access? You will again
make very specific decisions about the content employees can see and use in each of
the modules.

As you work through the planning tasks in this chapter, you will fill out a form, called the
Security Template, that helps you to understand how to think about user access security
at your company. Working with your ADP representative, you will implement the security
plan as you work through the security levels in this guide.

ADP Workforce Now 7 Security Guide
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Filling in the Security Template

As your ADP representative explained during the Security Master Setup call, the purpose
of the Security Template is to help you to understand:

e The types of user access you can restrict
* The methodology for securing user access in ADP Workforce Now

Important: You do not have to identify every access restriction on the Security
Template. The purpose of filling in the template with these restrictions is to work with
your ADP representative to develop a methodology that you can then implement
consistently in ADP Workforce Now and the modules.

The Security Template includes columns that begin with high-level user information in
left-most columns and work toward more detailed user restrictions as you progress to
the right. During the discussions in the Security Master Setup call, your ADP
representative might modify the columns in this form to meet your needs. However, this
basic methodology - working from general to more specific - should continue to be the
case.

Tip: The Security Template provides sample scenarios to help you understand how to
plan for and assign access to the different users in your company.

Security Guide
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Planning User Access -

Example: A Completed Security Template

The examples in this chapter are provided in the Security Template on the Sample
Security Templates tab. Refer to the Security Template for more information about
these scenarios.

Uzer’s Hame 8  ADP Secwrity  ADP Yorkforce ADP Yorldorce Practitioner Perm issions o Access Level  Company Benefit Pay Rate Additional
Job Title Management odules  Mow Security | Enter Hew Hire Informal Code, Busness Resirictions Resfrictions | Resirictions

Role Group Unit, or
Department

Select one: Select one: Select one: Select all that apply: Select one:
Security Master [All Medulas

Joan Richards,

v P |
Office Manager [V Persana

|7 Employment

|7 Payrall

|7 Tan

|7 Time #& Attendance

|_ Dioes Mat Enter Mew Hires

Jehn Reth, Cwner | Security Master | All Medules Beth
& Prasicent

|7 Personal Ful

|7 Employment

|7 Payrall

|7 Tan

|7 Time & Attendance

|— Dioes Mot Enter Mew Hires

Helen Pope, HR | Preduct User Al Medules Practiticner Partial

X ¥ Perzonal
Genaralist v

v Emplayment
F F'mp cilurnen Full access to HR &
ayr

Benefits, read-onl
|_ Tan Y

access to Payrol
[ Time & Attendance and Time &

|_ Dioes Mot Enter Mew Hires Atendance
George Jamesen, |Preduct User Al Medules Practiticner

Partial

P |

Payroll and Time & [ Persanal
Aftendance [~ Employment y -
[V Payral ull access to Payrol

and Time &
v
[V Tar Attendance, read-

only accezzto HR &
[ Dices Mat Enter Mew Hires Benefits

Specilist

|7 Time & Attendance
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Column Descriptions

The following table describes the columns on the Security Template.

Column

User’s Name & Job Title

Security Role

ADP Workforce Now
Modules

Description

Enter the user’s name and job title.

Note: You only need to list users who require a digital certificate.

Select the ADP security management role that should be assigned to the
user:

e Security Master*

e Security Administrator
e User Master

e User Administrator

e Product User

*You can assign the security master role to a backup security master. This
person can perform tasks during the absence of the security master.

Based on the ADP Workforce Now modules your company is using, select
which module(s) should be assigned to the user’s security management
profile:

e All modules

* Payroll

e HR & Benefits

* Time & Attendance

« Payroll and HR & Benefits

« Payroll and Time & Attendance

¢ HR & Benefits and Time & Attendance

These modules are assigned to the user’s security management profile.

ADP Workforce Now Secu- Select the default security group(s) to which the user belongs:

rity Group

Access Level

Company Code, Business
Unit, or Department
Restrictions

e Portal Administrator
e Practitioner
e Both

The Portal Administrator and Practitioner groups require digital certifi-
cates, so it is important to identify any users who belong to these groups.

Select whether the user has full or partial access to ADP modules or
module features (that is, entire modules or restricted access within the
modules). If the user has full access, you don’t need to fill out additional
columns.

The next several columns help you to define the type of content a user with
partial access can or cannot see and use.

Some users have access restrictions based on the organizational unit where
they work — for example, a company code, business unit, or department.

State that the user has full access if the user does not have any access
restrictions. If the user has partial restrictions, briefly state what those
restrictions are.

Security Guide
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Benefit Restrictions Indicate whether the user can see and/or change employee benefits.

For example, some organizations have a benefits administrator who is
responsible for overseeing benefits. In this case, the benefits administrator
would be able to see and change benefits content, but other administrators,
such as the payroll administrator, would not have access to this informa-
tion.

Pay Rate Restrictions Indicate whether the user can see and/or change pay rates.
Some users should not see pay rates. For example, you might set up a

payroll administrator to see the hours employees work, but you don’t want
that person to see the rate of pay for other employees.

Additional Restrictions This is a free-form column in which you can place any notes about user
access that you think are important to consider.

Planning for Security Management Setup

Setting up users in the ADP security management service is required for any user who
needs a digital certificate to log on to ADP Workforce Now, including the security
master. Working with your ADP representative during this phase, you must identify each
of these users and identify their level of access in the ADP security management service.

Fill in the following columns in the Security Template to identify all users who must be
set up in the security management service with a digital certificate so they can then
register for ADP Workforce Now:

e User's Name & Job Title
e ADP Security Management Role
e ADP Workforce Now Modules

Security Management Roles

In addition to the security master, the ADP security management service has four
security roles to which you can assign users. As a security master, you are responsible
for identifying which type of access users should have and assigning them to the
appropriate role during security management setup. Users in a security role (those who
have a digital certificate) can manage other users in the same security role or in lower
security roles.

In the Security Role column of the Security Template, you identify which security role
the user should have.

Important: It is critical that you assign users to the appropriate ADP security role.
Assigning a user to the wrong role can mean that person has access to sensitive
information that he or she should not see. This is a significant security risk.
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Role

Security Master

Security Administrator

User Master

User Administrator

Product User

Description

A security master is a highly trusted user who has complete access to
all the ADP services your company uses. This user can create new secu-
rity administrators, perform all the tasks of the security administrator,
and maintain users in other security roles.

The security master should already be identified. You are only logging
this role on this template in case you need to make notes concerning this
person’s access (in the Additional Restrictions column).

A security administrator is a highly trusted user who has complete
access to all the ADP services your company uses. This user can create
new product users and assign the security management roles of user
master, user administrator, or product user to users. He or she can create
self-service users who require early access to your ADP services (if
available to your company). This user can reset passwords,
issue/reissue digital certificates, and issue/reissue personal identifica-
tion codes (if available to your company). This user can also use secu-
rity management service to manage access to ADP services for user
masters, user administrators, product users, and self-service users.

A user master can assign the user administrator role to product users or
self-service users and perform all user administrator tasks. This user
can also issue/reissue personal identification codes (if available to your
company), modify self-service users’ information, and approve or deny
self-service users registering before their information is available to
ADP (if available to your company).

A user administrator can perform security tasks such as resetting pass-
words and reissuing digital certificates. This user can also suspend or
activate self-service users.

A product user can access specific ADP modules. This user cannot
perform administrative security tasks such as resetting passwords and
reissuing digital certificates in the ADP security management service.

Planning the Level of Access for ADP Workforce Now

As security master, you must identify the default security groups and level of access for
users who require a digital certificate.

On the Security Template, provide the following information for each user who will need
to be set up in the ADP security management service:

In the ADP Workforce Now Security Group column, add the core security
group(s) to which the user belongs. Since only portal administrators and practitioners
require digital certificates, you only need to identify users who belong to these two
groups. (Refer to “Core Default Groups Requiring Digital Certificates” on page 13 for

more information.)

In the Access Level column, identify whether the user should have full or partial
access to ADP Workforce Now.

Security Guide
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Important: For all users who have full access, such as the security master, the Security
Template is now complete.

Example: Security Master Users on the Security Template

Uszer's Name &
Job Titke

Bcb Collins, Office
Managger

ADP Security
Management
Role

Select one:
Security Master

In this example, Jill Smith acts as a backup to Bob Collins, the security master.

ADP Worlforce ADP Yorldorce Practitioner Perm issions bo Access Level  Company Benefit Pay Rate Additional
How Modules  Mow Security  Enter Hew Hire Inform ation Code, Business Restrictions Resfrictions  Restrictions
Group Unit, or
Department

Select one: Select one: Select all that apphy:
All Buith [V Personal Full

|7 Employment

|7 Fayroll

|7 Tax

|7 Time & Attendance
|— Does hlaot Enter Mew Hires

Jill Smith, Crwner

Security aster

53

Beth Full

|7 Fersonal

|7 Employment

|7 Fayroll

|7 Tax

|7 Time & Attendance

|— Dioes kot Enter Mew Hires

Core Default Groups Requiring Digital Certificates

You can assign users to one or more default security groups so they view the
appropriate content on the ADP Workforce Now Web site. These groups also affect the
kind of information users can see in the ADP Workforce Now modules.

Note: Chapter 3, “Setting User Access in ADP Workforce Now” on page 57, states that
ADP Workforce Now actually has four (not two) core default security groups. However,
only portal administrators and practitioners require digital certificates, so you only need
to identify these two groups on the Security Template. Therefore, only these groups are
discussed here.

Default Security How Users Are Assigned
Group
Administrator Users are automatically assigned the Portal Administrator role when you

(Portal Administrator) set them up with the ADP Workforce Now profile in
security management service.

The portal administrator requires a digital certificate and controls user
access privileges and the appearance of the ADP Workforce Now Web
site.

Practitioner Users are automatically assigned the Practitioner role when you set them
up with the ADP Workforce Now profile in security management service.

Practitioner users require digital certificates and can access the services to
which they have been assigned from those being used by their company.

For example, a practitioner might only be assigned to the HR & Benefits

module, even though the company is using all ADP modules.

ADP Workforce Now
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Planning User Access Restrictions for the ADP Workforce Now Web
Site and Modules

The next planning task is to determine the restrictions on seeing and using content for
each user. These restrictions affect the ADP Workforce Now Web site and HR & Benefits,
Payroll, and Time & Attendance modules.

To determine what restrictions are important:

* Brainstorm with your ADP representative about the types of user information you can
restrict. You might find it helpful to see a demo of the areas of ADP Workforce Now
where you will set up user access. You can also review the sample scenarios provided
in the Security Template.

* Meet with key staff in your company (such as the security administrators, user
masters, user administrators, and product users you have identified on the Security
Template) to determine what kinds of access restrictions they believe are important
for the jobs they, and the people who might report to them, perform.

Important: You do not have to identify every restriction on the Security Template. The
purpose of filling in the template with these restrictions is to work with your ADP
representative to develop a methodology that you can then implement consistently in
ADP Workforce Now.

For details on these steps, refer to the chapter that describes the module (Chapters 4
through 6).

Example: Access Restrictions on the Security Template

On the Security Template, certain users are identified as having partial access. For each
of these users, note these access restrictions in the last four columns on the right side of
the Security Template.

User's Hame &  ADP Security  ADP Workdforee ADP Workforce Practitioner Perm issions to Access Level  Company Benefit Pay Rate Additional
Job Titke h: EEnt Now Modules  Now Security  Enter New Hire Information Code, Busness Resfrictions Resfrictions  Resfrictions

Group Unit, or
Department

Select one: Select one: Select all that apply: Select one:
Wiliam Jonels, . Product User Payroll Practitioner [ Fersonal
Payroll Specialist ™ Emplaument

|7 Payrall

|7 Tax

|— Time & Attendance

|_ Dioes Mot Enter Mew Hires

Mo access to

create manual
thacks

Karen Baiky, Time | Product User Time & Practticner |— Personal
& Aﬂenqance Aftendance [ Emplayment

Specialist [~ Payrall

|— Tax

|7 Time & Attendance

|— Dices Mat Enter Mew Hires

Partial

Mo access to
pay rates

harie Jehnsen, Preduct User HF & Benafits | Practitionar
HR Generalist

|7 Personal Partial

|7 Emplayment

Parall
||:Tag'° Mo accessto |Moaccess
an

; cerain tocreate  |Noaccessto
[ Time & Attendance corporate news benefit [executive
|_DoesNot Enter Mew Hirez yroups plans earnings
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Filling in the ADP Internet Product Security
Registration Form

During the Security Master Setup call, your ADP representative provided you with a user
information form called the ADP Internet Product Security Registration form. Each staff
member in your company who requires a digital certificate to access ADP Workforce
Now must fill in this form and return it to you. This information is necessary to set up
these users in the security management service.

Complete these steps:

1 Distribute a copy of the ADP Internet Product Security Registration form to all staff
members who require a digital certificate to access ADP Workforce Now (that is, all
portal administrators and practitioners). Ask them to fill out the form neatly and
accurately and return it to you.

Note: Only portal administrators and practitioners need to fill out this form, since they
are the only users who require digital certificates.

2 Gather all completed ADP Internet Product Security Registration forms from the staff
members. Verify that all information has been filled out completely, including selecting
the security question and answer at the bottom of the form.

3 Inform the staff members that they should expect a confirmation e-mail from ADP.
Staff members must follow the process in that e-mail to download the digital
certificate. If staff members do not receive the e-mail within a reasonable amount of
time, they should contact you so you can reissue the certificate or follow up with ADP.

ADP Workforce Now
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Chapter 2
Setting Up Users in ADP Security

Management Service

You have completed initial planning with your ADP representative and understand how
you want to secure user access at your company. The process of securing user access
begins with the ADP security management service, which controls user access to all ADP
Internet services and ensures that unauthorized users are not able to access sensitive
data. As the security master, you can use the ADP security management service to set
up the security administrators, user masters, user administrators, and product users at

your company who should be able to access ADP Workforce Now®.
This chapter provides details on how to do the following:

 Complete the setup process for the security master (which should already be
underway)

* Set up security administrators, user masters, user administrators, and product users

* Assign users to a product profile

e Maintain user profiles, such as updating personal information, resetting passwords,
and reissuing digital certificates

Tip: Details on all of these tasks, along with answers to frequently asked questions, are
provided in ADP's security management service online help PDF.

After setting up all users in the ADP security management service, refer to Chapters 3-6
to complete user access for the ADP Workforce Now modules and features.
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Setting Up the Security Master

As the security master, you are responsible for identifying, setting up, and maintaining
each user in your company who should be able to access ADP Workforce Now. Before
you can set up user access for others, you must complete the ADP security management
service registration process described in this chapter. Your ADP representative will guide
you through the security management process.

Note: If you have identified a backup security master, that person should also complete
this process.

Before You Begin

Before you set up users, you must work with your ADP representative to register as a
security master in the ADP security management service. During initial planning, you
should have provided your ADP representative with the contact information needed to
set you up as a security master. Refer to Chapter 1, “Planning User Access” on page 1, if
you have not yet had this conversation.

By now, you should have received a system-generated e-mail message that contains the
information you need to download your digital certificate. If you have not received this
e-mail, contact your ADP representative.

Downloading a Digital Certificate

You must download your digital certificate before you can log on to the security
management service for the first time. The digital certificate identifies you as a security
master for ADP Workforce Now.

Note: Be sure to download the digital certificate on the computer from which you plan
to access the security management service and ADP Workforce Now. The digital
certificate permits access only on the computer where it is installed. The certificate is valid
for two years. 60 days before the expiration date, you will receive an e-mail notification
with instructions for renewing the certificate.

On the computer you will use to perform administrative tasks, follow these steps:

1 Open your browser, and then open the system-generated confirmation e-mail.

2 Copy the URL from the e-mail, paste it into the browser address field, and then click
Go.

3 On the Register for ADP Services page, copy the user ID and access code from the
confirmation e-mail and paste them in the appropriate fields.

Important: Make sure you don't copy extra spaces before or after the access code.
If you have already registered and have an ADP services user ID and password,
proceed to step 6.

4 Select the security question, and enter the answer.

Security Guide
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5 Create and confirm the password for your account. Passwords must conform to the
following rules:

* Your password must be at least eight characters long and must contain at least one
letter and one number.

e Your password is case-sensitive.

= Your password can include special characters (-! @ # $) and spaces.

e Your password cannot repeat any character more than four times. For example,
AAAAAA11 is not permitted.

e You cannot reuse your last four passwords.

Note: For added security, your password expires every six months. Before your
password is about to expire, you will be prompted to select a new password when you
log in to your ADP service. Your new password is effective immediately.

6 Click Submit to complete the registration process and start to download the digital
certificate.

7 The ADP Digital Certificate Download Process page will be displayed with the
additional tasks that must be completed before you can download the ADP digital
certificate.

Important: Depending on the operating system and internet browser you use, you
may be required to complete additional setup tasks before you can download the ADP
digital certificate. For more information, refer to “System Requirements and Setup
Tasks” on page 20.

8 Follow the instructions on the page, complete the setup tasks and click Download
Certificate to download your digital certificate.

9 You will receive a few security alerts. When prompted, click Yes to continue.

Note: For information to export, import, and verify the ADP digital certificate, navigate

to the security management service. On the home page, select the Resources section to
access the Administrator access with digital certificate Quick Reference Card.
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System Requirements and Setup Tasks

The requirements for the operating system and internet browser you use can vary based
on the ADP services your company is using. Depending on the operating system and
internet browser you use, you may be required to complete additional setup tasks
before you can download the ADP digital certificate.

Important: You must complete the additional tasks displayed on the ADP Digital
Certificate Download Process page before downloading the ADP digital certificate.

Microsoft® Internet Explorer with Windows® XP

Enable ActiveX Download

Install ActiveX

Your browser’s security setting for Download Signed ActiveX Controls must be set to
either Prompt or Enable.

Do the following to check this setting:
1 Select Internet Options from the Internet Explorer Tools menu.
2 Select the Security tab and click the Trusted Sites icon.

3 Click Custom Level and then verify that the Download signed ActiveX controls setting
is set to either Prompt or Enable.

4 Click OK to close the Security Settings window.

5 Click OK to close the Internet Options window.

Depending on your computer setup, you may see a warning message in the Information
bar. To display the hidden contents of the page, do the following:

1 Click on the warning message in the Information bar.
2 Click Allow Blocked Content option.

3 In the Security Warning window, click Yes.

Microsoft® Internet Explorer with Windows Vista®/Windows® 7

Complete the following steps before downloading the ADP digital certificate:

Download the ADP Root Certificate

On the ADP Digital Certificate Download Process page, click the Download and Install
Root Certificate link.

Do the following to complete this process:
1 In the File Download - Security Warning window, click Save.

2 In the Save As window, accept the default file location and file name, and then click
Save.
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In the Download Complete window, click Open.

In the Internet Explorer Security window, click Allow.

In the Certificate window, click Install Certificate.

On the Welcome to the Certificate Import Wizard page, click Next.

On the Certificate Store page, click Place all certificates in the following store,
and then click Browse.

In the Select Certificate Store window, click Trusted Root Certification
Authorities, click OK, click Next, and then click Finish.

In the Security Warning window, click Yes.
In the Certificate Import Wizard window, click OK.

Click OK to close the Certificate window.

Add ADP To Trusted Sites

Mozilla® Firefox

1
2
3
4

From the Internet Explorer Tools menu, select Internet Options.
In the Internet Options window, select the Security tab.
Click the Trusted sites icon and then click Sites.

In the Add this website to the zone field, type https://*.adp.com, then click
Add.

Make sure that the Require Server Verification For All Sites in this Zone check
box is selected, and then click Close.

Click OK to close the Internet Options window.

and Non-Internet Explorer

The steps apply to users with Windows® XP/Windows Vista®/Windows® 7/MAC
operating systems.

Important: The steps below may slightly vary depending on the operating system and
internet browser you use.

Download the ADP Root Certificate

On the ADP Digital Certificate Download Process page, right-click on the link to
Download and Install Root Certificate.

Important: Do not close the ADP Digital Certificate Download Process page until you
have downloaded your certificate.

Do the following to complete this process:

1 Right-click on the link and click Save Link As.

2

In the Enter Name of File to Save to window, browse to select a location to save the
file.
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3 In the File Name field, accept the default file name.

4 Select All Files in the Save as Type list and click Save.

Important: The root certificate will be saved in the specified location. If you use the
Safari browser on MAC, the certificate will be saved as an A.p7s file. You must click on
this file to install the certificate.

In Firefox, select Tools>Options.
Select the Advanced=Encryption tab and click View Certificates.

Select the Authorities tab and click Import.

0 N o O

In the Select File containing CA certificate(s) to Import window, navigate to locate the
saved root certificate, save it, and then click Open.

©

In the Downloading Certificate window, click to select all options and click OK.

10 Click OK to close the Certificate window.
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Logging On to ADP Security Management Service

Digital certificate users
click here to log on to
ADP Workforce Now.

The digital certificate is

Important: Pop-up blockers may interfere with the display of valid pop-up windows
(confirmations, forms, reports). ADP recommends that you disable pop-up blockers or set
up your pop-up blocker to allow pop-ups for this site.

1 Go to: https://portal.adp.com

2 Click Administrator Login.

i Admini Login

= First Time Users Register Here
n Need Help Getting Started?
= Update My Security Profile

= Chan our Password

= Make Thiz Site Your Home Page
= Forgot your User id

= Forgot your Password

3 In the Choose a digital certificate window, select your certificate and click OK.

2
- Identification
The ‘Weh site vwou want ko view requests
identification. Please choose a certificate.
MName | Issuer ﬂ

labeled with your first
name, last name, ADP and
the expiration date of your
certificate.

Steven Darlinski ADP... Automatic Data Processing E.

4 ' I;ILI

Mare Infa... | ViewCertificate...l

OF. | Cancel |
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Note: This check box is

disabled for added security.

You cannot select this
option.

Role Selector

4

In the Connect window, enter your user ID, password and click OK.

Connect to agateway.adp.com ﬂ E

Tﬁ -

DA Strong Auth [15:47:03:4333]

User name: |ﬁ sdarlinkski@aeneral =l

Password: |-uuuu|

5

[ Remember my password

]

Cancel

In ADP Workforce Now, point to the Role Selector and select Portal Administrator.

Select this role to set
up user access in ADP
Workforce Now.

Portal Administrator -
Employee
Manager

Haome - | Workflow Setup -

ews and Announcemen
Fractitioner

F'IIIT-H

Administratar Big Company in the Ne

Big Company Semi-An

o

Notice that the menus change when you access the Portal Administrator role. The

Security Access menu is now available.

6 Select Security Access > Security Management User Administration.

e PG uaisic Rl Home - | Workflow Setup « | Security Access « | Configuration l Reports 'I

| Security Groups
F

From this menu, you can Welcome S —— -
access the ADP security —_— | SMETIROESHID RI0S
management service to View User
register users. S Security Management [Jser Administration

corner o .
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7 On the Welcome page, click login.

Welcome to ADP

User Login Admin Login

Select login to open the ADP e 2in 22 Admin

Netsecure window.

First Time User?

or Help Getting Started

Privacy Legal Requirements © Copyright 2012 Automatic Data Processing, Inc.

Once you have logged on to the ADP security management service, you can set up
additional users - such as security administrators and user masters (who can assist you
with setting up other users) and product users (who are the daily users of the ADP
Workforce Now services).
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Setting Up Additional Users
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Setting Up Additional Users

Add User

During the planning process, each security administrator and product user filled out an
ADP Internet Product Security Registration form to provide the personal information that
must be entered when you set up that user. As you set up these users, you will consult
these forms to enter this personal information.

Note: You do not need to provide digital certificates to all users of ADP Workforce Now.
In fact, most users — the self service users — can register with ADP Workforce Now to get
a username and password but don’t require a digital certificate. self service users typically
can only view their own information. ADP Workforce Now managers (also self service
users) can access information about the employees who report to them. However, they
do not have security privileges and are not able to change the way other users access
ADP Workforce Now.

You can add new security administrators, user masters, user administrators, product
users, and Self Service users (if available to your company). Your security masters and
security administrators can add other users for your company. This task does not apply
to user masters, user administrators, product users, and self service users.

The following table lists the user roles that are authorized to add other users:

User Role Can Add New

Security Master Security administrator, user master, user adminis-
trator, product user, and Self Service user (if avail-
able to your company)

Security Administrator User master, user administrator, product user, and
self service user (if available to your company)

User Master This task does not apply
User Administrator This task does not apply.
Product User This task does not apply
Self Service User This task does not apply.

Go to People > Access & Security > Manage Users & Profiles.

1 Click on the Add New (+) icon.

2 Enter user information.

Home  Myseif  People  Sewp  Reports ! '
Manage Users & Profiles [7]

— Add a New User

iy administratrs, user

Enter the wsers information. Ta give the user complete BCCess b all yous Emgiopee ID, or Associate 1D

First Name: *
Last Hame:
Email Address:

Tdentity Type: w 55K (All 9 digits] Confirm S5N, LIN, or 1TIN:
Employes/Assocate [0

Nane

Contieue ) Cancel

Preaacy  Legal € Copyright 2012 Automatic Dag
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3 Enter personal information about the user. Make sure the e-mail address is valid and
frequently checked by the user. The ADP security management service sends a
system-generated confirmation e-mail to this address. This e-mail provides the user
ID, access code, URL, and instructions needed to download the digital certificate, so
it is important that it is sent to the correct e-mail address.

Important: ADP validates the information that your registering employee enters
against what you, their employer, entered in the Payroll, HR, Time and Attendance, or
other ADP application you use. If the information matches, the user is given access to all
of your ADP services at once. If the information does not match, the user might not be
able to register or may not have complete access to your ADP services.

4 Click Continue.

5 Select the user type.

6 Select the user role.

Select This Option To

User will be included in... Add a user whose information is included in the
information your company sends to ADP.

Note: If ADP cannot verify this user’s
identity, the user cannot download the
certificate.

User is an independent contractor... Add a new user not included in your ADP
services.

7 Click Next.

8 Assign the product profiles to allow access to ADP services, if required.

Note: Refer to “Assigning the ADP Workforce Now Profile to a User” on page 29 to
continue.

To assign product profiles later, refer to “Assigning the ADP Workforce Now Profile to a
User” on page 29

9 Click Next.

10 Select the security question and enter the security answer.

Note: This step is not required when adding an administrator having access without a
digital certificate.

11 Click Next.

12 Review the user information.
Note: You can update the e-mail address, if required.

13 Click Done.
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Assigning the ADP Workforce Now Profile to a User

Your ADP representative has created default profiles for each ADP service your company
uses. In this section, you will assign the ADP Workforce Now profile to users. All users
must have this profile assigned so they can access ADP Workforce Now.

To assign the profile to a user, follow these steps:

1 On the View User Info page, click Assign Profiles in the left menu.

2 On the Assign User Profiles page, select HomepagePortal and click == to move it
to the Assigned Profiles list. (This profile represents ADP Workforce Now.)

£

IN THE BUSINESS OF YOUR SUCCESS™

Add Users > Ran6.0 > Assign User Profiles

Assign Profiles for

Available Profiles

401K: 401 KPanAdmin default profile:401KPlanddmin
HRE:HRBClient &dmin default profile; HRBCEent Admin
HomepagePortat Portal Cert User. Cerificate
Practitioner. Certificate
Payx2FIT:PayX Adminadmin
SuppartCerter: Support Center:RegionalClientAdmin
el e8Chent Admin default profiee9ClentAdmin
ezl ChertAdmin defsul profie ezl sborianagerClient Admin
iPay Py AdmirciPay Admin

s
=

ezlabc

ASSIGNPROFILE | sup tHisster |

<< BACK |

Assigned
Profiles

canceL |

1]

2]

-

A

Note: You also might need to select additional profiles. Check with your ADP
representative. If you are adding a profile to a user that is from another company but
has access to your ADP services, be sure to assign a profile that is delegate enabled.

Click Assign Profile.

In the Assign User Profile confirmation window, click Move to the Next Step. Do

not select Assign Another Profile. You must completely set up the ADP Workforce
Now profile before you can assign another profile to the user.

Note: Some ADP services require you to enter additional information. Click the URL

to enter the additional information.
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Click this link.

5 Click the link, Click here NOW to register for ADP Portal.

AP

IN THE BUSINESS OF YOUR SUCCFSS™

URL's before continuing.

To complete the product registration for this user, please click the following

ADP Portal  Click here NOW to register for ADP Portal

Refer to Column 4 -
ADP Workforce
Now Security Roleon
the Security Template
to determine which
role to choose.

6

Hext=>> i

Select whether the user is an administrator, a practitioner, or both.

Registration

= Select Role(s)

Use the fallawing fields ta define the users administrator and/or practitioner role(s)

[#] Administrator O Default Group Available
® Custom Group(s) | Custem Admin

[¥] Practitioner O Default Group Available
® Custom Group(s) Custom Practiioner

@ Submit

Selected

Assign the user to the appropriate security group(s). For each role you selected,
choose either Default Group or Custom Group(s). If you choose Custom
Group(s), move your selection(s) from the Available list to the Selected list. You
cannot assign a user to both a default group and a custom group for the same role.

Note: If no custom security groups are available, the Custom Group(s) radio

button is grayed out.

Click Submit.

A system-generated e-mail will be sent to the user containing a user 1D, access code,

and the URL to download a digital certificate.
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Assigning the Support Center Profile to a User

Note: The options available
may vary based on your secu-
rity role. For example, if you
are the user administrator, the
User Admin option will not be
available to you.

The Support Center profile gives certificate users access to the Support Center Web site,
where they can find additional information and training materials. This profile also gives
ADP Workforce Now employees, managers, and practitioners access to ADP Workforce
Now task assistance.

To assign the Support Center product profile, go to People > Access & Security >
Product Profiles.

1 Select the user.
2 Click on the user's name.

3 Click to select the Support Center profile and move them to the Selected Product
Profiles list.

4 Click Save Changes.

Assign Product Profiles

Client-MAS15T Profiles John sSmith Profiles
(Product : Profile : Role) {Region: Product : Profile : Role)

401K:401KPlanAdmin default profile:401KPlanAdmin HomepagePortal: Practitioner: Certificate
CRT:CRTClientAdmin default profile: CRTClientAdmin
CRT:CRTClientPrefAdmin default profile: CRTClientPrefAdmin
HRB:HRBClientAdmin default profile: HRBClientAdmin

SupportCenter: SupportCenter: RegionalClientAdmin

el3:elSClientAdmin default profile:el3ClientAdmin
ezlaborManager.ezLaboranagerClientAdmin default profile:ezLaborManagerClientAdmin
iPay:IPay AdminiPayAdmin

HomepagePaortal:Portal Cert User: Certificate ;I
s

SAVE CHANGES
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Next Steps

Your next task is to assign a product profile to the user to identify which areas of ADP
Workforce Now the user can access. Your ADP representative has created a default
profile for each service your company uses. The profile consists of a service, a role, and
associated authorization codes (company codes). This profile allows you to control
access to each of the ADP services your company is using. Refer to these chapters to
assign profiles for the ADP Workforce Now modules:

Module Refer to This Chapter

HR & Benefits Chapter 4, “Setting User Access for HR & Benefits” on page 97
Payroll Chapter 5, “Setting User Access for Payroll” on page 107

Time & Attendance Chapter 6, “Setting User Access for Time & Attendance” on page 123

Note: Before deciding on the product profile for the user, review the default profiles set
up by your ADP representative. Each user must be assigned at least one product profile.
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Performing User Maintenance Tasks

Security masters or security administrators are responsible for supporting users by doing
the following:

e Assigning a Security Role

e Adding a New User

e Finding a User

e Suspending or Activating a User

Note: The onti . e Deleting a User
ote: The options avail- ; .
able may vary based on Approving or Denying a User

your security role. For Modifying a User’s Personal and Status Information

example, if you are the = Resetting a Password

user administrator, the e Assigning a Product Profile to a User

User Admin option will

not be available to you— Note: Need Help? Refer to the Online User Assistance
Your ADP service now offers online user assistance with the information you are looking
for. You can access the task topics, additional reference information, and view the
frequently asked questions.

To get started, log in to your ADP service, navigate to the page where you are looking
for information, and click the Help * icon.

Assigning a Security Role

Security masters, security administrators, and user masters can assign user-security
roles. This task does not apply to user administrators, product users, and Self Service
users. Assigning an administrator role will prompt to select the e-mail address to send
instructions to get started.

There are six security roles available, each with varying levels of responsibility/access.
The self service user has the lowest level of responsibility (does not requires
administrator access) while the security master has the highest level of responsibility.

Security Master

A security master is a highly trusted user who has complete access to all the ADP
services your company uses. Security masters requires administrator access.

User in this role can do the following:

e Create new security administrator.
e Perform all the tasks of the security administrator.
e Maintain users in other security roles.

Note: If your company does not have a security master and needs to establish security
administrators, contact your ADP representative.
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Security Administrator

A security administrator is a highly trusted user who has complete access to all the ADP
services your company uses. A security administrator requires administrator access.

User in this role can do the following:

e Create new user administrators, user masters, and product users.

e Create Self Service users who require early access to your ADP services (if available
to your company based on your ADP services).

e Assign security roles of product user, user master or user administrator to users.

< Perform security tasks such as reset passwords, issue/reissue certificates.

« Issue/reissue personal identification code (if available to your company).

< Manage access to ADP services for user masters, user administrators, product users,
and self service users.

< If applicable, perform applicant maintenance tasks e.g., reset passwords, suspend,
activate, and/or delete applicants.

User Master
A user master requires administrator access. User in this role can do the following:

e Assign the user administrator role and product user role.

e Perform all user administrator tasks.

« Issue/reissue personal identification code (if available to your company).

< Modify self service users’ information.

- Approve or deny self service users' registering before their information is available to
ADP (if available to your company).

User Administrator

A user administrator requires administrator access. User in this role can do the
following:

« Search for users and applicants (if available to your company).

» View user information.

e Perform security tasks such as reset password and issue administrator access.

e Suspend or activate self service users.

- If applicable, perform applicant maintenance tasks e.g., reset passwords, suspend,
and/or activate applicants.

Product User
A product user requires administrator access. User in this role can do the following:

« Administer ADP services e.g., payroll, human resources, or benefits.

e Access and update personal account information.

e User cannot perform security administrative functions e.g., reset passwords, issue
administrator access.

Self Service User

Certain ADP services offer employees access to their own personal information (such as
pay statements or medical benefits) via self-service functionality. User in this role can do
the following:

» Receive a registration code from your company.

» Use the registration code to create user ID and password to access your ADP
services.

e Access and update personal account information.
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Note: User does not need administrator access.

The following table lists the user roles that are authorized to assign other ADP security
management user roles:

User Role Can Assign The Role Of

Security Master Security administrator, user master, user adminis-
trator, product user, and Self Service user

Security Administrator User master, user administrator, product user, and
Self Service user

User Master This task does not apply
User Administrator This task does not apply.
Product User This task does not apply
Self Service User This task does not apply.

To assign the profile to a user, select Security Access > Security Management
User Administration. Then navigate to User Security Roles.

1 Select the user.

2 Click to select the user role to assign to the selected user.

3 Click Save.
m Welcome, | WENIDITSM | Security Master X Lag our
Home Myself People Setup Reparts i o
User Security Roles (7]

L - dsdit 1 g User 10: IGsGREWSHIETT Status: Actve

User Rode: User Master

Last Lagin Wiew Product Profies

Salect the user security role that cormes

User Rele: * () Self Service User: User can
persanal information (e.g.

Product Use:

User Admin:
access, and cuspe

Hotes:

B sae € eser

4 If prompted, click Yes to assign product profiles.

5 To assign product profiles later, refer to “Assigning the ADP Workforce Now Profile to
a User” on page 29.

6 If prompted, select the e-mail address to send an e-mail with instructions.

Note: You can confirm or change the user's e-mail address, if required. Depending on
your user role, the ability to modify the e-mail address may vary.
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7

Click Save.

Adding a New User

The following table lists the user roles that are authorized to add other users:

User Role Can Add New

Security Master

Security Administrator

User Master

User Administrator

Product User

Self Service User

Security master, security administrator, user

master, user administrator, product user, and self

service user.

Security master, security administrator, user

master, user administrator, product user, and self

service user.

Security master, security administrator, user

master, user administrator, product user, and self

service user.

Security master, security administrator, user

master, user administrator, product user, and self

service user.

This task does not apply

This task does not apply.

You can add new security administrators, user masters, user administrators, product
users, and self service users (if available to your company). Your security masters and
security administrators can add other users for your company. This task does not apply
to user masters, user administrators, product users, and self service users.

To add a new user, go to People >Access & Security > Manage Users & Profiles.

1
2

o 0o b~ W

Click on the Add New (+) icon.

Enter user information.

Home  Myself  People  Sewp  Reports

Manage Usess & Profiles

Add a New User
Youw cam add security administranars, user masters, user adeniniscracars, product users, and seif-service users (f av
Lnter the wsers information. To Qive the user complete BECESS B0 Al your ADP services, be Sure B0 enter their Social

ur campany)

First Name: *

Last Hame:

Email Address: *

Tdentity Type: w 55K (All 9 dights) Confirm SSN, LIN, or 1TIN:

Employes/ Associate 10
Nene

Contieue ) Cancel

Privacy  Legal

umber, Empsayee 10, o Associate ID.

© Copyright 2012 Automatic Dag

Click Continue.
Select the user type.
Select the user role.

Click Next.
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7 Assign the product profiles to allow access to ADP services, if required.

Note: To assign product profiles later, refer to “Assigning the ADP Workforce Now
Profile to a User” on page 29.

8 Click Next.

9 Select the security question and enter the security answer.

Note: This step is not required when adding an administrator having access without a
digital certificate.

10 Click Next.

11 Review the user information.
Note: You can update the e-mail address, if required.

12 Click Done.

Finding a User

Before you can change details about a user, you must locate the user in the ADP
security management service. To do this, go to People > Access & Security >
Manage Users & Profiles.

1 Click User ID or User Name and enter all or part of the user ID or user name.

@ welcome, | WENIDITSM | Security Master X Log o

Home Myseld  People  Sep  Repors [} &

Manage Users & Profies o
Last Mame First Name user 10 L searcn
Eemployre [ Assac iatr 0 Ermail Address Statss an
User Type: Uters v User Rabe. AN * Praduct: AN

ce RowiPerpage [ 10 | ¥ a-0 o o

Marme User 1D Employee /Associate ID Person ID Acenss Type User Role Stanss

Theee ase carrenthy no entsies. Chek ) 1o add a new entry.

Privacy  Legal & Copyright 2012 Autamay

Suspending a User

The following table lists the user roles that are authorized to suspend/activate other

users:

User Role Can Suspend

Security Master Security master, security administrator, user
master, user administrator, product user, and self
service user.

Security Administrator Security Administrator User master, user adminis-

trator, product user, and self service user.
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User Role Can Suspend

User Master Self service user.

User Administrator Self service user.
Product User This task does not apply
Self Service User This task does not apply.

To suspend a user, go to People > Access & Security > Manage Users & Profiles.
1 Select the user.

2 Click on the user's name.

3 In the User Status field, click Suspended.

4

For information on the user roles you can suspend, refer to Access to
Suspend/Activate Users.

al

Click Save.

Click Yes.

Activating a User

When needed, you must reactivate the user to allow the user access to ADP services.
When you reactivate a user, the user can log onto the security management service
and/or access the products or services with his or her original user ID and password. A

reactivated user does not have to repeat the registration process.

User Role Can Activate

Security Master Security master, security administrator, user
master, user administrator, product user, and self
service user.

Security Administrator Security Administrator User master, user adminis-
trator, product user, and self service user.

User Master Self service user.
User Administrator Self service user.
Product User This task does not apply
Self Service User This task does not apply.

To activate a user, go to People > Access & Security > Manage Users & Profiles.
1 Select the user.

2 Click on the user's name.

3 In the User Status field, click Active.

4 For information on the user roles you can activate, refer to Access to Suspend/Activate
Users.

5 Click Save.
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6 Click Yes.

Deleting a User

Important: This task cannot be undone. Once deleted, users cannot log in to access
their pay statements, benefits, human resources, etc.

The following table lists the user roles that are authorized to delete other users:

User Role Can Delete Users

Security Master Security master, security administrator, user
master, user administrator, product user, and self
service user.

Security Administrator Security Administrator User master, user adminis-
trator, product user, and self service user.

User Master This action does not apply.
User Administrator This action does not apply.
Product User This task does not apply
Self Service User This task does not apply.

To delete a user, go to People > Access & Security > Manage Users & Profiles.

1 Click on the user's name.

2 View the user information and click Delete.
For information on the user roles you can delete, refer to Access to Delete Users.

3 Click Yes.

Important: The user and user's information will be deleted permanently from your
company records.

Updating User Information

The following table lists the user roles that are authorized to update information for
other users. For example, if you are a security master, you can update information for all
the user roles listed. However, if you are a user administrator, you can only update

information for other user administrators, product users, and self service users.

User Role Can Update User Information for

Security Master Security administrator, user master, user adminis-
trator, product user, and self service user.

Security Administrator User master, user administrator, product user, and
self service user.

User Master User administrator, product user, and self service
user.
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User Role Can Update User Information for

User Administrator Self service user.
Note: User administrator can only update the
user status.roduct user and self service user.
Product User This task does not apply.
Self Service User This task does not apply.

To update user information, go to People > Access & Security > Manage Users &
Profiles.

1 Select the user.
2 Click on the user's name.

3 Update the user information, as required.

Note: The information you can update may vary based on your company set up and the
ADP services purchased.

4 Click Save.

Note: If you change the e-mail address, a system-generated e-mail will be automatically
sent to the previous e-mail address to notify the user of the change.

Resetting a Password

The following table lists the user roles that are authorized to reset passwords for other
users:

User Role Can Reset Password for

Security Master Security administrator, user master, user adminis-
trator, product user, and self service user.

Note: Security master can update the contact
e-mail address or mobile phone number to send
the temporary password.

Security Administrator User master, user administrator, product user, and
self service user.

Note: Security administrator can update the
contact e-mail address or mobile phone number to
send the temporary password

User Master User administrator, product user, and self service
user.

Note: User master can update the contact e-mail
address or mobile phone number of self service
user to send the temporary password
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User Role

User Administrator

Product User

Self Service User

Can Reset Password for

Self service user.

Note: User administrator cannot update the
contact e-mail address or mobile phone number of
users.

This task does not apply.

This task does not apply.

To reset a user password, go to People > Access & Security > Passwords &

Admin Access.

1 Search for the user.

2 Click on the user name to reset the password.

3 Verify the identity of the user.

Home  Mysed  People  Semp  Reports
Passwords & Admin Access

L = ds-dit, 1 g

Employee/ Assoclate I
Email Address: sampleemaliftestoom

Reset Passward Issug Admin Access

Privacy  Legal

4 Click Reset Password.

Hirth Hanth/Day:  S12 SN e 0000
Work: §95-050095  Ext: Work Cell: SidR120

User 0 KsdinPWENIET Seanus: Active
User Rode: User Master
Last Lagin: #W122012 Varw Prixsct Profies

0\, Passwords are crivical o the security of the user's account. Before you provide these Credentials, e the INfOrMATGn on this Page 10 verify the user's identity.

Zip/Postal Cade: 1230
Personal Cell: 9998000

& Copyrighs 2012 Autseng

5 Select the e-mail address or mobile phone number to send the temporary password.

Note: You can confirm or change the user's e-mail address or mobile phone number, if
required. Depending on your user role, the ability to modify the e-mail address may vary.
Refer to Access to Reset User Password in the online help.

6 Click Continue.

Note: An e-mail with the temporary password will be sent to the user and a success

message displays on the page.
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Issuing Admin Access

The following table lists the user roles that are authorized to issue administrator access
to other users:

User Role Can Issue Admin Access For

Security Master Security administrator, user master, user adminis-
trator, product user, and self service user.
Note: Security master can update the contact
e-mail address to send the e-mail with instructions.
Security Administrator User master, user administrator, product user, and
self service user.

Note: Security administrator can update the
contact e-mail address to send the e-mail with
instructions

User Master User administrator, product user, and self service
user.

Note: User master can update the contact e-mail
address for self service users

User Administrator Product user and self service user.

Note: User administrator can update the contact
e-mail address for self service users.

Product User This task does not apply.

Self Service User This task does not apply.

To issue admin access, go to People > Access & Security > Passwords & Admin
Access.

1 Search for the user.

2 Click on the user name.

3 Verify the identity of the user.

4 Click Issue Admin Access.

5 Select the e-mail address to send an e-mail with instructions.

Note: You can confirm or change the user's e-mail address, if required. Depending on

your user role, the ability to modify the e-mail address may vary. Refer to Access to
Issue Admin Access.

6 Click Continue.

Note: An e-mail with instructions will be sent to the user and a success message displays
on the page.
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Assign/Remove Product Profiles

The following table lists the user roles that are authorized to assign/remove profile for

other users:

User Role

Security Master

Security Administrator

User Master
User Administrator
Product User

Self Service User

Can Assign/Remove Profiles For

Security administrator, user master, user adminis-
trator, product user, and self service user.

User master, user administrator, product user, and
self service user.

This task does not apply.
This task does not apply.
This task does not apply.

This task does not apply.

To assign a product profile, go to People > Access & Security > Product Profiles.

1 Select the user.

2 Click on the user's name.

3 Click to select the profiles and move them to the Selected Product Profiles list.

@E Welcome, | WFNIDITSM | Security Master

Home  Mysed  People  Sep  Reporms

Product Profiles.

@eports : Beportfrof]  BeportsAdmin

* = Delegated Prafile

H save € Rese

4 Click Save.

Ems. U Clrl+£liek 19 ainct moee IRan Gne profile. Brofite infarmation dispaays in Uiy ceder

‘ w

User 10: Igsae@WENIDNT Status: Active
User Rite: User Mastar
Last Login View Praduct Profies

Product Profise: Role

Sesected Product Profees
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Company Maintenance Tasks

Security masters or security administrators are responsible for supporting their company
through the following company maintenance tasks:

* View Your Company Information

e Update Your Company Information

e Set Up the Self Service Registration Pass code
e Manage Mobile Access for Your Users

« Manage the Use and Display of Mobile PIN

< View the Identity Verification Options

e Customize Your Support Contact Information
e Add Your Company Branding

e Creating Additional Product Profiles

» Adding a Product Profile

e Updating a Product Profile

» Deleting a Product Profile

Note: In addition to the information contained in this chapter, access the online help by
clicking on Help on the toolbar. Online help contains comprehensive information on using
the ADP security management service.

Viewing Your Company Information

Security masters, security administrators, user masters, and user administrators can
view your company information. This task does not apply to product users and self
service users.

To view your company information, select Setup > Company Information > Profile.
1 View your company information available to ADP.

2 Click on another tab or task to navigate away from this page.

Updating Your Company Information

Security masters, security administrators, user masters, and user administrators can
update the company information settings for your company. This task does not apply to
product users and self service users.

To update your company information, select Setup = Company Information >
Profile.

1 Update the company address, web site address (URL), contact email of your
administrator, and contact phone numbers.

2 Click Save.
3 Click Settings tab.

4 Update the self service registration pass code, mobile access for users, mobile PIN
login, and customized support contact information.

5 Click Save.

Security Guide

44 ADP Workforce Now



Setting Up Users in ADP Security Management Service -

Setting Up The Self Service Registration Pass Code

Security master or security administrator must establish the self service registration pass
code for your users. Your registration pass code consists of your client ID and the code
you enter separated by a hyphen e.g., your client ID-your code.

Note: If your company uses Personal ID Codes (PICs) as the identity verification option
during self service registration, users will not need the self service registration pass
code.

To set up the self-service registration pass code, select Setup > Company
Information > Profile > Registration Settings.

1 In the Self Service Registration Pass code field, enter the registration code.
2 Click Save.

A letter to encourage employee registration is available on the Home page >
Resources section. Customize this letter based on the ADP services your company has
purchased. Include the self service registration pass code, the URL to your ADP service
web site, and provide it to your self service users (employees, consultants, or
contractors). Users use this information to self register and access ADP services. Refer
to Self Service Registration process.

Personal Identification Code (PIC) Management

About Personal ID Codes (PICs)

The Personal Identification Code (PIC) is an alphanumeric code that you generate in the
ADP security management service for your company users. PICs are randomly
generated and distributed to users by e-mail. Once issued, users enter PIC during
registration to access ADP services. A PIC expires once used or within 15 days,
whichever is earlier. If it has been lost or compromised, you can reissue the PIC. Click
on the e-mail address field to update that information.

To take full advantage of PIC, your company should include the Social Security number
(SSN) of your users in the information your company sends to ADP. If your company
does not include the user’s SSN, the user will have limited access to ADP
services.Contact your ADP representative for more information.

Your administrators use the PIC Management feature to do the following tasks:

e Issue Personal ID Codes (PICs)
e Issue Personal ID Codes (PICs) to All Users
e Update E-mail Addresses

Important: If users do not have a valid e-mail address, speak to the user and update
the e-mail address of the user before you generate PIC. PIC expires within 15 days or
when used for registration (whichever occurs earlier).
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Issuing Personal ID Codes (PICs)

Security masters, security administrators, and user masters can issue Personal ID Codes
(PICs). This task does not apply to user administrators, product users, and Self Service
users.

To issue a personal ID code, select People > Access & Security> Personal ID
Codes (PICs).

1 Select an item from the Users list.
2 Click Search.
3 View the search results.

Note: You can click in the e-mail address field and enter/update the e-mail address
before issuing the PIC, if required.

4 Click Other Actions.
5 Click Issue All PICs.

Note: An e-mail with the PIC and instructions to use it during registration will be sent to
all users included in your search results.

Creating Additional Product Profiles

Your ADP representative has created default profiles for each ADP service. You can also
create additional product profiles for your company. Additional product profiles do not
replace the default product profiles.

Adding a Product Profile

Security masters and security administrators can add product profiles for your company.
This task is not available to user masters, user administrators, product users, and self
service users.

To assign a product profile, select Setup > Company Information > Profile.

Click on the product name.

Click (+) to add a new profile.

Enter the profile name.

Select the role to be associated with the profile.

Select the authorization codes.

o o A W N P

Click Save.

Updating a Product Profile

Security masters and security administrators can update existing product profiles for
your company. This task is not available to user masters, user administrators, product
users, and self service users.
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To update a product profile, select Setup > Company Information > Profile.

1 Click on the product name.

2 Click on the profile name.

3 Update the profile name and/or the authorization codes.
4

Click Save.

Deleting a Product Profile

Security masters and security administrators can delete existing product profiles for your
company. This task is not available to user masters, user administrators, product users,
and self service users.

Important: Deleting a product profile removes it from all users to whom it has been
assigned. This task cannot be undone.

To delete a product profile, select Setup > Company Information > Profile.

1 Click on the product name.

2 Click on the profile name.

3 View the profile details to verify it is the profile to be deleted.
Click Delete.

Note: You can refer to the online help for more information on the different reports.
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Reports

You can access reports from Reports > Standard Reports > View/Run Reports.
Run reports to get information on your users and the ADP services your company has
purchased. Once run, report results can be viewed or saved as a Portable Document
Format (.PDF) or Comma Separated Value (.CSV) output. You can view the outputs of
current and historic reports with success status.

You can run four different reports from Reports > Standard Reports > View/Run
Reports.

Use This Report To

User Information Get basic information on users such as status, user
ID, security role, phone number, e-mail and busi-
ness addresses.

Self Service User Status Get information of self-service users who regis-
tered for specific ADP products/services. You can
also get information of users who are not regis-
tered to your ADP service. This information is
available only if your company sends user infor-
mation to ADP.

Certified User Status Get information such as security role, product
profile, product role, and authorization codes as
applicable.

Certificate Expiration Get the expiration date and time of the digital
certificates.

Report Tasks

You can perform any of the following tasks on your reports:

* Run a Report

e View a Report Output

e Refresh a Report Output

e Cancel a Report

* View a Report Output History
e Delete a Report

* About Reports

* Types of Reports

e Frequently Asked Questions

Running a Report

To run a report, select Reports > Standard Reports > Run/View Reports >
Current.

1 Click on the name of the report you want.
2 Enter or change the report ID as needed.

3 Select filter options.
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4 Select sorting options.
5 Select additional fields.
6 Click Run.

Viewing a Report Output

You can view outputs of reports that have been executed and are in success status. To
do this, select Reports > Standard Reports > Run/View Reports > Current.

1 Click the Action icon next to the report with success status.

2 Click on an output format.

Refreshing a Report

You can refresh reports that have status as submitted, scheduled, or processing. To do
this, select Reports > Standard Reports > Run/View Reports > Current.

1 Click the Action icon next to the selected report.

2 Click Refresh.

Note: The status of the selected report will be refreshed.

Cancelling a Report

You can cancel reports that are in submitted, scheduled, or processing status. To do
this, select Reports > Standard Reports > Run/View Reports > Current.

1 Click the Action icon next to the selected report.

2 Click Cancel.

Viewing a Historic Report Output

You can view the history of a report that was run at different times. To do this, select
Reports > Standard Reports > Run/View Reports > Historic.

1 Click the Action icon next to the report you want.

2 Click on an output format.

Note: The output options available vary based on the status of the report.

Deleting a Report

You can delete current and historic reports that have status as submitted, scheduled, or
processing. To do this, select Reports > Standard Reports > Run/View Reports >
Current.

1 Click the Action icon next to the current or historic report.

2 Click Delete.

ADP Workforce Now 49 Security Guide



- Setting Up Users in ADP Security Management Service

3 In the Confirm Action window, click Yes.

Note: To delete one or more historic reports select the reports and click the Delete (-)
icon.
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Contact Information Maintenance Tasks

You can perform any of the following contact information maintenance tasks:

e Change Your E-mail Address

e Activate Your E-mail Address

e Request a New Activation Code

* Change Your Contact Phone Number

* Activate Your Mobile Phone Number

* About Activating Your Contact Information
e About Text Messaging

e Frequently Asked Questions

Changing Your E-mail Address

To change your e-mail address, select Myself > Personal Information > Contact
Information.

1 In the Work and/or Personal e-mail address fields, enter a valid e-mail address.
2 Select the e-mail address that you access frequently for notification.

3 Click Save.

Activating Your E-mail Address

You must activate your notification e-mail address to confirm it belongs to you and can
be used when necessary. If you change the e-mail address associated with your
account, you will receive a notification of change from ADP.

To activate your e-mail address, select Myself > Personal Information > Activate
Your E-mail/Mobile Phone.

1 Select the e-mail address to send the activation code.
2 Click Send Activation Code(s).

3 Enter the activation code you received from ADP.

4

Click Submit.

Requesting a New Activation Code

You must activate your e-mail address and mobile phone numbers to confirm they
belong to you and can be used when necessary.If you did not receive your activation
code or your activation code has expired you must request a new activation code.

To request a new activation code, select Myself > Personal Information > Activate
E-mail/Mobile.

1 Select the e-mail address and/or cell phone numbers.

2 Click Send Activation Code.
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Changing Your Contact Phone Numbers

To change your contact phone numbers, select Myself > Personal Information >
Contact Information.

1 In the Phone number fields, enter your contact mobile phone numbers.

2 Select the mobile phone number you access frequently to receive text message from
ADP.

3 Click Save.

Activating Your Mobile Phone Number

You must activate your mobile phone numbers to confirm they belong to you and can be
used when necessary. If you wish to receive forgotten credentials via your mobile
phone, you must activate the mobile phone number associated with your account. If you
change your mobile phone number associated with your account, you will receive a
notification of change from ADP.

To activate your mobile phone number, select Myself > Personal Information >
Contact Information > Activate E-mail/Mobile.

1 Select the mobile phone number.

2 Click Activate E-mail/Mobile.

3 Enter the activation code you received in a text message from ADP.
4

Click Submit.

About Activating Your Contact Information

To confirm that you are the rightful owner of the contact e-mail address and mobile
phone numbers associated with your account, ADP requires you to activate your contact
information to receive your login information e.g., temporary password, user ID upon
your request. If your contact information is not activated, the options to send your login
information to your e-mail address and/or mobile phone numbers will not be available.

Activation can be done in one of the following ways:

« New employees can complete the activation of contact information during the
employee self service registration process.When required, this task can also be
performed from the Myself Tab.

» Existing employees must complete the activation of contact e-mail address and/or
phone numbers from the Myself Tab.

Note: Employees and administrators/practitioners must activate their contact
information after updating their account.

About Text Messaging

ADP supports the use of text messaging to receive your login information e.g.,
temporary password, user ID upon your request. To get started with this process, you
must select to use your mobile phone to receive text messages from ADP upon your
request.
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To confirm that you are the rightful owner of the contact mobile phone numbers
associated with your account, ADP requires you to activate your contact information to
receive your login information e.g., temporary password, user ID upon your request.
Your mobile phone number must:

e Have a service from a supported mobile phone carrier.
e Be able to receive text messages.
< Not have a text message block.

Note: The complete Terms and Conditions associated with this feature is displayed
adjacent to the mobile phone number fields on the Myself > Contact Information

page.

Frequently Asked Questions

1 How do I change my name associated with this account?
You can contact your company administrator to update your name in your company
records.

2 [ changed my name associated with this account. How do I change my user I1D?
Your user ID was created when you first registered to access ADP services. Changing
your name does not change your user ID. You can continue to use your existing user
ID and password to access your ADP services. If required, your administrator can
delete your user information, user ID from your company records and you can register
with your updated name. However, the information previously associated with your
record will not be available or associated with your new user ID. Contact your
company administrator for assistance.

3 How often should | activate my contact e-mail address and mobile phone numbers?
After you change your contact e-mail address and mobile phone numbers, you should
activate it to confirm that is in service and available for use. If your activated mobile
work phone becomes your mobile personal phone or vice versa, activation is not
required.

4 During password change, why can | not use my previous passwords?
To protect your account security, ADP's security policies do not allow the reuse of your
last four passwords.

5 Are there any recommendations to increase the password strength?
Yes. It is recommended that passwords be 12 or more characters and contain a mix
of upper case and lower case letters, numbers, and special characters. For example,
the mnemonic, “The first time | traveled to a foreign country | was 9 years old” can
be used to create the password “tFt!t2@FC1w9y0” using the following techniques:

-Use the first letter of most words.
-Capitalize all letters in the first half of the alphabet.
-Use similar-looking substitutions i.e.,! for 1, 2 for “to”, @ for “a”, etc.

6 Why are previously selected security answers not displayed on the Security tab?
ADP constantly updates its security policies and security questions that you can select
from. To protect your account from unauthorized access, previously selected security
answers are not displayed. When required, you can select from the current list of
guestions and enter answers to protect your account.
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7 I'm not receiving an e-mail with an activation code. What can | do?
Check your spam and junk mail folders.

8 I'm not receiving activation code via phone. What can | do?
You can do one of the following:

-Make sure your carrier is supported. Refer to Terms and Conditions on the Myself
> Contact Information page.

-Make sure your phone number doesn’t have a premium message block on it.

-If it does, contact your carrier, remove it, and then follow instructions in the Terms
and Conditions to turn messaging on.
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Account Security Maintenance Tasks

You can perform any of the following account security maintenance tasks:

e Change Your Password
e Change Your Security Questions and Security Answers
e About Your Security Information

Changing Your Password

Go to Myself > Personal Information > Security > Password.

1 To authorize a password change, enter your current password.
2 Enter your new password.
3 Re-enter your new password to confirm.

4 Click Save.

Changing Your Security Questions and Answers

Go to Preferences > Security > Questions.

1 To authorize this change, enter your current password.

2 To protect your account, select three different security questions.
3 Enter a different security answer for each question.
4

Click Save.

About Your Security Information

To protect your ADP account, you select three different security questions and enter
different security answers. For your security, the security questions and answers already
associated with your account are not displayed.

If you forget your user 1D, and/or password to your ADP account, you can use the
Forgot Your Password and Forgot Your User ID links on your ADP service home page to
retrieve your login credentials. During this process, you will be prompted to answer the
security questions that you established to protect your account.

e If your entries match the information associated with your account, you identify
yourself as the rightful owner of the account and can retrieve your user ID and/or
reset your password.

< If your entries do not match the information associated with your account, you will
not be able to retrieve your user ID and/or password. If you are unable to retrieve
your account login information, be sure to avoid any typographical errors and retry
your request. If the problem persists, contact your company administrator to request
your user ID and/or reset your account password.

When you log in to your ADP service with your temporary password, you will be
prompted to enter and confirm the new password. Use your new password to login to
your account. Once you log on, be sure to update your security questions and answers
to keep it current.
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Service Access Maintenance Tasks

You can perform any of the following service access maintenance tasks:

* View Your Services
* Add a Service
* Delete a Service

Viewing Your Services

Go to Myself > Service Access > Security > Manage Services.

1 View the ADP services that are available to you. Depending on your company setup,
you may already have access to the ADP services available to you.

2 Click on a different tab or option to navigate away from this page.

Adding a Service

Go to Myself > Service Access > Security > Manage Services.

1 Click Add, when available, to add the ADP service available to you. Depending on your
company setup, you may already have access to the ADP services available to you.

2 Follow the instructions on the page to complete adding this service.

Deleting a Service

Go to Myself > Service Access > Security > Manage Services.

1 Click Delete, when available, to delete the ADP service available to you. Depending
on your company setup, you may not have access to delete the ADP services available
to you.

2 Follow the instructions on the page to complete this task.
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Chapter 3

Now

Setting User Access in ADP Workforce

As a security master, you were also set up as a portal administrator during the initial
planning phase. Portal administrators are responsible for managing security access in

ADP Workforce Now® for the modules your company is using.

After setting up users in the ADP security management service, your next task is to
define which aspects of ADP Workforce Now each user should be permitted to see and
use. Specifically, you will perform these tasks:

e Set up security groups to control user access in groups rather than one person at a
time
« Create membership rules to further refine security group access

When you complete these tasks, you will have set up user access for this module and
features:

e HR & Benefits module
 ADP Workforce Now features that affect all users, such as access to content on the
company website

Note: You must complete the security management process, including assigning the ADP
Workforce Now profile to the user, before you can complete the procedures described in
this chapter.
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Logging On to the ADP Workforce Now Home Page

You must be logged on to ADP Workforce Now as a portal administrator to set up user
access for ADP Workforce Now.

Important: During the planning phase, your ADP representative set up the security
master and backup security master as a portal administrator. If you are an ADP security
master and are unable to perform the procedures in this chapter, check with your ADP
representative to make sure you have been assigned the correct security level.

To access the Portal Administrator role, follow these steps:
Note: Pop-up blockers may interfere with the display of valid pop-up screens
(confirmations, forms, reports). ADP recommends that you disable pop-up blockers or set

up your pop-up blocker to allow pop-ups for this site.

1 Go to: https://portal.adp.com

2 Click Administrator Login.

Digital certificate users
click here to log on to
ADP Workforce Now.

e o istrator Login

= First Time Users Register Here

3 Inthe Choose a digital certificate window, select the certificate that was issued to you
for your access to ADP Workforce Now, and click OK.

Choose a digital certificate el
r— Identification
The Web site you want ko view requesks
! identification, Please choose a certificake.
L. . ) Mame | Issuer

The dlgltal certificate is labeled AP Basara ADP Exp ... Automatic Data Processing E...
with your first name, last name,

ADP, and the expiration date of

the certificate.

More Infa... | ‘Wiews Cerkificate. .. |
Ok I Cancel |
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4 In the Connect window, enter your user ID and password, and then click OK.

=

7
Admin Access [11:41:00:9316]
Lser name: Iﬂ sdarlinski@mas 15t j
This check box is disabled for
Password: I [TITITIITL]

added security. You cannot select
this option.

[ Remember my password

ols I Zancel

5 In ADP Workforce Now, point to the Role Selector and select Portal Administrator.
Notice that the menus change when you access the Portal Administrator role. The
Security Access menu is now available.

6 Point to the Security Access menu to see the available options.

Harme v|W0rkﬂ0W Setup = | Security Access + | Configuration = | Reports =
From this menu, you can Security Groups
set up user access in ADP Welcome ¢ News and Announcements | Mernbership Rules
Workforce Now. — View User
This is a Big Company in the News | Metsecure User Administration
test i-Annual Analyst Webcast

gl

of the month, (;I

ch 13th, 8:15 &M EST et
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Managing Security Groups

To begin assigning access to groups of users, review the security groups that are
provided by ADP Workforce Now and remove permissions from the groups for features
that you want to restrict from each group. These groups may include default security
groups and automatically created custom security groups, depending on the modules
your company is using. Removing a permission is as simple as deselecting the option
describing the permission and saving the group.

If these groups don’t meet your needs, you can create your own custom security groups
of users and assign access at a more granular level. For example, you might want to
create a security group called Non-Exempt Employees and restrict those employees from
accessing specific features. New security groups can only be created after the master
file has been loaded.

However, a user cannot be assigned to both a default security group and a custom
security group of the same employee group type. For example, a user that is included in
a custom employee security group that you create is no longer active in the default
employee security group. Users can belong to more than one custom security group.

Note: You can view security groups that are set up for you and change certain
information, such as the description, members, and permissions. You cannot delete a
default security group, even if you are a security master, security administrator, or portal
administrator.

Default Security Groups

ADP Workforce Now has four default security groups. You can assign users to one or
more of these groups so they view the appropriate content on the ADP Workforce Now
Web site. These groups also affect the kind of information users can see in the ADP
Workforce Now modules.

Default Security Group  How Users Are Assigned

Administrator Users are automatically assigned the Portal Administrator role
(Portal Administrator) when you set them up with the ADP Workforce Now profile in
ADP Netsecure.

The portal administrator requires a digital certificate and can control user
access privileges and the appearance of the ADP Workforce Now Web site.

Practitioner Users are automatically assigned the Practitioner role
when you set them up with the ADP Workforce Now profile in
ADP Netsecure.

Practitioner users require digital certificates and can access the services to
which they have been assigned from those being used by their company.
For example, a practitioner might only be assigned to the HR & Benefits
module, even though the company is using all ADP modules.
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Default Security Group ~ How Users Are Assigned

Manager Users are automatically assigned the Manager role when you
designate them as managers in one of the modules (Payroll, HR & Benefits,
or Time & Attendance). This designation places the user in the Manager
default security group as well.

Managers supervise employee tasks and oversee work events.

Employee All users are automatically assigned the Employee role. You can give
employees additional access by assigning them to other security groups.

Employees can view and update personal information.

Important: Members of these default security groups can include independent
contractors, consultants, and 1099 employees who used their Employer ldentification
number to verify their identify while registering for ADP services. These users have access
to certain areas of ADP Workforce Now, depending on the product profiles that were
assigned to them. For example, some employees can access ADP services to view their
ADP pay statements and/or 1099s.

If needed, you can set up custom security groups for these users to further manage what
the users can see on the site. For example, you may want certain users to view only the
menu options they can access. For information on setting up custom security groups,
refer to “Adding a Custom Security Group” on page 70.

Automatically Created Custom Security Groups

In ADP Workforce Now, four custom security groups with associated membership rules
and permissions are automatically created if your company is using one of these
combinations of modules:

e Payroll and Time & Attendance
e Payroll, HR & Benefits, and Time & Attendance

These groups ensure that employees, supervisors, and managers can see and use the
appropriate information.

Automatically Created  Description
Custom Security

Group

Payroll and HR This group contains users who are listed as employees in the Payroll and
Employees HR & Benefits modules.

Payroll and HR This group contains users who are listed as managers in the Payroll and HR
Managers & Benefits modules.

Time and Attendance This group contains users who are listed as employees in the Time & Atten-
Employees dance module.

Time and Attendance This group contains users who are listed as supervisors in the Time &
Supervisors Attendance module.
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Membership Rules

Permissions

For example, Michael Jones is an employee whose company is using the Payroll, HR &
Benefits, and Time & Attendance modules. Michael has been automatically added to the
Payroll and HR Employees group. He has also been automatically added to the Time and
Attendance Employees group.

When Michael points to the Time & Attendance menu in ADP Workforce Now, he sees
all the menu options he is supposed to. He can submit a timecard, enter time off, and
review his accruals.

Important: When users are moved into automatically created custom security groups
of the same employee type as their default security group, they remain in the default
group, but as inactive members, with their name and information grayed out. To make
these users active in the default group, you need to remove them from the corresponding
custom groups. (See “Adding or Removing Members from a Security Group” on page 79.

Each automatically created membership rule has the same name as its associated
custom security group. For example, the membership rule name for the Payroll and HR
Employees group is Payroll and HR Employees.

Important: If you set up a custom security group for terminated employees, you must
add an active status to the membership rule for each automatically created custom
security group of the employee type. This makes terminated employees inactive in their
automatically created custom employee group(s), so the employees do not view content
they should not see. For more information, refer to “Changing a Rule for an Automatically
Created Custom Security Group” on page 92.

Because permissions for automatically created custom security groups are already set
up, you do not need to make any manual changes to them.

The following sample screen shots show the permissions that are automatically set up
for each of these groups.

Note: These sample screen shots show selections for users whose company is using the
Payroll, HR & Benefits, and Time & Attendance modules. Your screens may look slightly
different depending on your company setup.
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Payroll and HR Employees

Portal Administrator ~ EghlgE] v} Workflow Setup vI Security Arcess v‘ Configuration vi Repaorts vi

Security Groups

Group Name :  Payroll and HR Employees Group Description :  [Payroll and HR Employees

Group Type:  employee Group Status: b |Active *

Rules Members / Permissions

This Security Group has permission to the selected features
7 Select Al

[¥ Personal Information Tab

Ird Employee Home Tab

Under Employee Time and—{ =¥ Her tirindes

Attendance Tab, all features
provided by the Time &
Attendance module are
unchecked.

¥ career e
[¥ Benefts Tab
I Employee Pay and Taxes Tab
=04 Employee Time and Attencance Tab
¥ carry Time Off
¥ Time oif History
F¥ Erter Time 0t
r My Accruals Portlet
W' Cancel Time otf
r My Information Portiet
r My Aftendznce Portlet
™ My Schechuls Portlet
¥ Time oif Summary
W' Team Calendar

™ My Timecard Portiet

. Save Group J . Delete Group J . Cancel J

© 2009 Automatic Data Processing Privacy | Legal

Note: If your company is using the HR & Benefits module, you will see permissions
selected under Employee Time and Attendance Tab for features that are provided by

the HR & Benefits module, as shown above.
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Payroll and HR Managers
Home V!Wurkﬂuw Setup 'i Security Access « | Configuration V! Repors V!

Security Groups L3

Group Name : Paytoll and HR Managers Group Description :  |Payrol and HR: Managers

Group Type:  manager Group Status: b |Active ¥

Rules Members ! Permissions

Thiss Security Group has permission o the selected features
[T select &
¥ by Team Tab

Manager Time and
Attendance Tab is unchecked.

T r Manager Time and Attendance Tak
= W Manager Home Tab
¥ Company Directory Portiet
2 P vislcame

¥ spotiight Portiet
[¥ Festures Fortlet
¥ Company Mission Statement Portlet
[¥ Nesws and Annauncements Portist
¥ Banners Portiet
[ Guick Links Portiet
¥ Everts Portiet

[¥ £DP Banrer Portist

Under Message Center at @ ——————— LI essage Center Fortet
Glance7 Tlme & Attendance ™ Time & Attendance Messages
Messages is unchecked. ¥ HR & Benefits Messages

¥ approvals and Netifications
I Approvals and MNotifications Portlet
M HR & Berefis Messages
¥ Task Assistance Links Marager
W Resources
¥ mpproval History Portiet
W' Header Atributes
¥ Recruiting Tab

M reiirect Reparts Update

Under Manager Reports Tab,
Time Attendance Reports is
unchecked.

=0 Manager Reports Tab

¥ HR & Benefits Reports Bin

™ Time Attendance Reports Porflet

M HR & Berefis Reports Management

- Save Group | . Delete Group | . Cancel |

2003 Automatic Data Processing Privacy | Legal

Note: Other features under Message Center at a Glance and Manager Reports Tab
are selected. The features you see are based on the modules your company is using.
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Time and Attendance Employees

O EEETTE G T Home ~ | wiorkilow Setup v] Seturity Access v‘ Configuration ~ | Reports ~
Securig GrnuEs

Group Name : Time and Attendance Emplovees Group Description : ITImE and Attendance Employees
Group Type:  emplovee Group Status: b |Active >
Rules Members [T Fermissions

This Security Group has permission to the selected features
T select a1
I Personal Information Tak
= ¥ Employes Home Tab
5 ¥ approvals and Netifications Portiet
¥/ Evert Configuration Employes
' Task Assistance Links Employes
B M welcome
™ company Mission Statement Portist
™ Newss and Announcements Portlet
I spethight Partiet
™ Features Portiet
™ Events Portiet
™ 2DP Banners Portiet

™ Banners Portiet

MessaQES iS UnCheCked- =T Quick Links Portlet

& M Message Center Portiet
™ HR & Beneiits Messages
' Time & Attendance Messages
I~ Approvals and Notifications
™ HR & Benefits Messages
¥/ Company Directary Portiet
I &ppraval History Portlet

¥ Resources

Under Employee Time ang———7 ¥ veaer amoues

Attendance Tab, only features
provided by the Time &
Attendance module are
selected.

I Career Tab
" Benefits Tak
= Employee Pay and Taxes Tab
= ¥ Employee Time and Attendance Tab
™ Garry Time off
™ Time Off Histary
I Enter Time off
¥/ Wy mccrusis Portiet
I Cancel Time Off
¥ bty Information Portiet
' my attendance Portist
¥ My Schedule Portiet
I Time Off Summary
I Team Calendar

¥ Wy Timecard Portiet

@ savecroup | @ petete Groun @ cancer |

2009 Automatic Data Processing Privacy | Legal

Note: If your company is using the HR & Benefits module, you will see features
unchecked under Employee Time and Attendance Tab for features that are provided

by the HR & Benefits module, as shown above.
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Under Manager Time and
Attendance Tab, all features
are selected.

Time and Attendance Supervisors

Portal Administrator - v! Security Astess v| Configuration ~ | Reports ~ |

Securim Gruuﬂs

Group Name : Time and Attendance Supervisors

Group Type:  manager Group Status:

Rules Members Permissions

Group Description:  [Time and Attendance Supervisors

b |Active ¥

This Security Group has permission to the selected festures
7 select a1
I My Team Tab

Under Message Center at a —|

Glance, Time &
Attendance Messages is
selected. HR & Benefits
Messages is unchecked.

Under Manager Reports Tab,
only Time Attendance

E ¥ Manager Time and Attendance Tah
¥ Home Portiet
¥ schedules Portlet
¥ Timecards Portiet
¥ My Employees Portiet
B W Manager Home Tab
I Company Girectory Portiet
= M weicome
™ Spatiight Portiet
™ Feetures Portiet
I Company Mission Statemert Portlet
™ News and Announcemerts Portlet
™ Bariners Portiet
™7 Guick Links Porflet
™ Events Portlet
™ ADF Banner Portiet
£ ¥ Message Certer Portiet
¥ Time & Attendance Messages
™ HR & Benefits Messages
¥ approvats and Notifications
W approvals and Notifications Portlet
™ HR & Benefts Messages
¥ Task Assistance Links Manager
¥ Resources
™ mpproval History Partiet
¥ Header Attributes
T Recruting Tak
™ indirect Reports Lpdate
= ¥ Manager Reports Tak

™ HR 2 Benefts Reparts Bin

Reports is selected

F Time Renorts Portlet

™ HR & Benefits Reports Management

@ saveGroun | @ cetete Groun |

@ cancel |

2009 Automatic Data Processing Privacy | Legal

Note: The features you see are based on the

modules your company is using.
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The following table shows how Payroll, HR & Benefits, and Time & Attendance users are
assigned to the automatically created custom security groups.

User

e Payroll and HR
Manager

e Time and Attendance
Supervisor

e Payroll and HR
Employee

e Time and Attendance
Employee

e Payroll and HR
Manager

* Time and Attendance
Supervisor

e Payroll and HR
Manager

e Time and Attendance
Employee

e Payroll and HR
Employee

* Time and Attendance
Supervisor

e Payroll and HR
Employee

* Time and Attendance
Employee

Custom Security Group Assignment(s)

Payroll and HR Managers
Payroll and HR Employees

Time and Attendance Supervisors
Time and Attendance Employees

Payroll and HR Employees

Time and Attendance Employees

Payroll and HR Managers

Payroll and HR Employees

Time and Attendance Supervisors
Time and Attendance Employees

Payroll and HR Managers
Payroll and HR Employees
Time and Attendance Employees

Payroll and HR Employees
Time and Attendance Supervisors
Time and Attendance Employees

Payroll and HR Employees
Time and Attendance Employees

Viewing the Security Groups That Are Set Up for You

When employees register for ADP Workforce Now, they are assigned to one or more of
the security groups in ADP Workforce Now. Review the permissions associated with each
group so that you are aware of what users in each security group can see and do.

1 Point to Security Access and select Security Groups.

The Security Group page lists all security groups that are currently defined.

2 Click the name of the security group you want to see.
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To locate a specific user, enter
information in the search
fields and click Find. Tip: To
return the complete list, click
Get Alll.

3 On the Rules tab, view the membership rules for the security group.

In the following example, the Rules tab shows that members of the default adminis-

trator security group are also assigned to the default employee and default manager
security groups.

Purtaludminiﬂrutorv Home = | Workfow Setup + | SecurtpAccess +

confguration ~ | Reports =
Security Groups ?
Group Name : admin Group Description: ~ |Asmiistrator
Group Type:  administrator Group Status; ~ Active
Rues | Members Permissions

Rules can detenming the members of & Securty Group, Select the ries you vieant to use, When you are dong, click andther tab of click Save
Groupto ext,

Membership Rules

a v S
7 Rule Hame .~ Rule Description ™7

] enmployes employes

r manager manGger

4 For a list of users who belong to a security group, select the Members tab. If the
check box next to the employee’s name is selected, the user is already a member of
this group.

m Vielcome, Jane Ausfin Language ~ Support Center | Company Directory [LogOft ~ #

Edit page content More Information.. Search Company Directory \2'

EIENLIE ETR Home = | Worklow Selup = | Security Access « | Configuration =
SecurigGloups

Reports v

Stafing v

Group Name: admin Group Description:  Admnistrator

Group Type:  administrator Group Status: Active

——
Rules. Mermbers Parmissions

This tab dspiays members of this Security Group. To fiter the Ist, ener member information and cick Find. After you make appropriate changes, cick anather fab or cick Save Group fo ext.

First Hame: Job:
Last Name: Location: E
Separiment#- [ & | I
2Found Rowsper Page: 10 =
vy ral o at yay Fay
tme T usern 7 Senvice Center © Departments = b T Locaton T e
7 Austn Jane LHARFERQUIFNPIGSEZL

001000 WKRDO Loct LY

0 seecon W e

Important: The names and information of users in the default employee group

and/or default manager group are grayed out if they are members of custom groups
of the same type (employee or manager).

5 To see the access rights that users have, select the Permissions tab. If the check

box next to the feature is selected, the security group has permission for this feature.
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Note: Individual users have permissions from all the groups to which they belong. To
view the entire list of permissions for an individual user, see “Viewing User
Permissions and Security Group Assignments” on page 83.

Portal Administrator v Jellgl v| Workflow Setup + | Security Access v| Configuration v| Reports v|

Security Groups

Group Name : admin Group Description:  [Sdministrator

Group Type:  administrator Group Status: Active

——
Rules Members: / Permizzions

This Security Group has permission to the selected festures.
T Select an

[Z Personal Information Taks

2 Recruting and Staffing Tab

¥ admin Reports Tab

¥ administrator Warkflow Setup Tab
¥ acministrator Configuration Tab

¥ Header Aftributes

Click + to expand the list, or [ Proctiones Home Tob
click -tocollapsethelist. — | .

Benefits Tah
¥ Spending Accounts
¥ Plan Detsils
¥ Compensation and Bensfits
¥ Pending Benefits Summary
¥ Lit= Everts
¥ Compare Plans

V' Review ! Change Beneficiaries

&l

¥ Personal Accrued Time

¥ Review/Change Benefits

¥ Indirect Reports Updste

c2 Employee Pay and Taxes Tab

¥ Manager Reports Tab

c2 My Team Tab

¥ Manager Time and Attendance Tah
¥ HR and Benetts Tab

¥ Practitioner Reports Tab

[¥ Fractitioner Time and Aftendance Tah
¥ Practitioner Payroll Tab

¥ administrator Securtty Access Tab
¥ Career Tab

c2 Recruiting Tab

¥ scministrator Home Tab

c2 Emplovee Time and Attendance Tab

. Save Group | . Cancel |

© 2009 Automatic Data Processing Privacy | Legal

If needed, you can change a security group that has been set up for you, such as the
corresponding description, members, and permissions. What you can change depends
on whether the group is a default security group or a custom security group. For further
instructions, refer to “Changing a Security Group” on page 77.
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Adding a Custom Security Group

If the security groups that are set up for you do not meet your company’s needs, you
can define your own groups to control user access. For example, you may need to add a
custom security group for employees who have worked at the company less than 30
days. The users in this group could have a restricted view of content on the site until
they have worked for 30 days or more.

Important: The permissions you assign to a security group are accessible to all users in
that group. As a result, it is important to make sure you (1) set up the group with the
appropriate permissions and (2) add the appropriate users to the group.

To create a custom security group, follow these steps:

1 Point to Security Access and select Security Groups.

2 Click Add New.

Portal Administrator ~ Eshigl:) v|W0rkﬂ0W Setup = | Security Access - | Configuration leepons v‘

Security Groups 7

Default Security Groups have been provided for you, To view or change & group, click the Graup Name:, If you need adeitions]
Security Groups, click Add Hew.

Add New button i Add llew |

T T

Group Hame = Group Description  ~7 Group Type 7 Group Status
admin Administrator administrator Active
employee Employee employee Active

R \T::ger Active
tHoner Do

3 In the Group Name and Group Description fields, type information to help you
identify members that belong to this group.

Be sure the name and description differentiate this group from other security groups.
The name and description should be clearly understood by you and other administra-
tive users in your company.

Portal Administrator  Eahigl-Rg

Wiarkfow Setup v|Securih,rAccess v | Canfiguration leepnﬂs v‘

Secmiy Gloulm ?
Group Name : >| Group Description : |
Group Type: >| 'l Group Status: 3 |Adive vl
Rules | Members Parmissions

Rules can determine the members of a Security Group. Select the rules you want to uze. Yhen you are dane, click andather
tab ar click Save Group to ext.

Membershin Rula=

Security Guide 70 ADP Workforce Now



Setting User Access in ADP Workforce Now -

4 Select a Group Type. Group type determines the members of a security group and
the features and permissions that can be assigned to it. For example, if you select
employee in the Group Type field, membership will be restricted to employees and
permissions will be restricted to employee features.

Employees can belong to multiple group types. For example, Anthony Albright can be
a member of an administrator group type and an employee group type. If the two
groups have different permissions, Anthony will have access to all the features of both
groups.

Employees can also belong to multiple custom groups of the same type. For example,
John Smith can be a member of the New Jersey Employees group and also part of the
HR Employees group. If the two groups have different permissions, John Smith will
have access to all the features of both groups.

5 Select a Group Status. You can deactivate a group if you want to temporarily remove
it from use. Group status determines whether or not a group is currently used. For
example, you may want to create a group for seasonal employees. Group status
enables you to switch the group from active to inactive depending on when these
seasonal employees start and stop working.

6 Click Save Group. If you selected an active group status, users logging on are
immediately impacted. The users already logged on are impacted at their next logon.

7 To further define the security group, select the Rules tab. You can either click a check
box to select an existing rule, or click Add Rule to create a new rule. For detailed
instructions on adding a rule, refer to “Adding a Membership Rule” on page 86.

Note: If you don't see the Rules tab, speak with your ADP representative.

(LG EiE O R Home « | Waorkflow Setup v‘SecuriwAccess v| Caonfiguration = | Repors «

Security Groups 7
Group Name ; >| Group Description ; |
Group Type: >| 'l Group Status: b IAdive 'l
Rules tab | Rules | Members Permmissions

Rules can determine the members of a Security Group, Select the rules you want to use, When you are done, click anather
tak or click Save Group to exit.

Membership Rules

£ s
= | Rule Hame T Rule Description 7

r FTEEEO Fulltime employees employed 60 days or mare

r HRE Administrators Human Resources Administrators

O HE Managers Human Resources Managers

| HE managers and tax folks HR managers and tax folks j
@ AddRue |
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8 To view members who meet the criteria for group type and members who were
generated by membership rules, select the Members tab. To add members, click
Add Members. To remove members, click to clear the appropriate check boxes. For
detailed instructions on adding or removing members, refer to “Adding or Removing
Members from a Security Group” on page 79.

RUENUEIELIE R Home » | Workflow Selup v | Security Access w | Configuration +

Repots | Stafing »
Security Groups ?
Group Name:  fest Group Description:
GroupType:  administrator Group Status: b Acte v
Members tab s Venbers | Pemssis
This tab dispéays members of this Security Group. To fiter the fist, enter member information and cick Find. After you make sppropriate changes, cick anather tab or click Save Group fo exi.
First Nome: Job:
Last Name: Location:
Department: | [P T
. Add Members
‘ & ' 8 & 8 & Rule Name
lama Userld Sarvice Center Department# Job V7 Location
. Save Group . Delete Group ' Cancel
Security Guide
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9 To assign features to this security group and select whether the members can view,
update, add, or delete information on the site, select the Permissions tab. Click to
select or clear permissions. If the check box next to a feature is selected, users have
permission to use this feature.

B E T (R Home v | Warkdlow Setup » | Security Access « | Configuration =

Security Groups
Group Name : test Group Description :
Group Type:  administrator Group Status: b |Ack
. - .
Permissions tab e fiemiEr T Permissians |

This Security Graup has permission to the selected features
I Select 41

¥ Personal Informetion Tsh \
¥ Recruing and Statfing Tab

[ admin Reports Tabh

¥ acimiristratar Workflow Setup Tah

¥ administrator Canfiguration Tak

[V Heacer ttributes

) ) T practi
Click + to expand the list, or B ¥ practter Hone Teb

click - to collapse the list. ———— O Beretta Tab
¥ Spending Accourts

[ Pran Detsits

—

10 When you are done with this custom security group, scroll to the bottom of the page
and click Save Group.

Example: Custom Security Groups for Practitioners

You can manage access rights for different practitioners by creating custom security
groups for them with the permissions you want them to have. For example, you may
have payroll practitioners who only complete certain tasks in the Payroll module, or time
and attendance practitioners who only set up schedules and assign them to employees.
By restricting permissions, you create partial practitioner access.

ADP Workforce Now 73 Security Guide



Setting User Access in ADP Workforce Now

You can manage practitioner permissions for the Payroll module under Payroll
Practitioner Tab.

=

Practitioner Payroll Tas
I Home

=

Click + to expand the list, or
click - to collapse the list.

Choose to mask the display of —
Social Security numbers and
bank deposit account numbers
in this area.

=

¥ acd sncther Position
¥ acd Pending Employes
I Transfer
¥ Personal Information
¥ Emergency Cortact
¥ Previous Employer
I~ Position
I Status fEmployes Info
I anccations
I Time & Labor Mamt
¥ pevelopment
I Pay Rates
¥ Deductions/ Deposits
¥ wage Garnishments
I~ Taxes
I checkview
¥ Future-Dated Changes
¥ To-Date sccumulstions
I Statutory Compliance
= Field Maps and Labels
I Prior Tax & Taxables
I User Fields
¥ check Controls
= Payrol
I Start Neww Cycls
¥ cCreste Payroll File
I~ Submit Payroll
I Payroll Preview
I cyele Totals
¥ Reset Cycle Status
I Edit Schedule
¥ acd Unscheduled Payroll
I Paydsta
¥ Paydsta - werify Batch Totals
¥ mManual Checks & Reverssls
I Third Party Sick Pay
¥ Gross Receipts
= utiities
' Losd Files from aoP
¥ Copy Pay Detail Files to ADP Server
I~ import Employes Data
I import Paydsta
I import Time & Lakor Mamt Paydsta
¥ import “alidstion Tables
¥ Losd Signatures & Logos
I~ Export Time & Labor Moimt Employes Data
I~ Export MRASLI Data
¥ archive Checkiisw Detail
I~ Erase Employess To Be Deleted
¥ auto Calculste Rate 2 (Access to Auto Calculste Rate 2 in the Payroll moduls requires Pay Retes.)
¥ checkwiew by Person
¥ creste Funds Disbursemert File
P Print Checks & vouchers
¥ Reseguence Time & Labor Mamt Companies
¥ “iew Effective Dated Chanaes
¥ wiews ADP Shared Services Log Files
¥ “iew Log Files
[ Spin-cttaderge (Setup & Utility)
= M setue
Company Options
System Cptions
Payrol and HR validation Tables
Wage Sarnishment Validstion Tables
Custom Fislds
Haime Cast Number Mapping
Dite Mapping
Paydsta Gricls

Users

N U N A |

Benefits Tracking
I iPay Statement Admin
= ¥ Display SSM In User Interface
¥ Masked Display (RO€-H3-1234)
= W pisplay SSM: On Reports
¥ Masked Display (RO€-H3-1234)
= ¥ Display Bank Acct: In User Interface
I Masked Display GXOGOOOOOOODURHASET )
= ¥ pisplay Bank scct: On Reports
I Masked Display GXOGOOOOOOODURHASET )
TotalPay inet
General Ledger Interface

Begin vour Payral Analysis

URCIR

Pay Card Link

Header Attributes
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S 7_/"'

= ¥ Fractitioner Time and Attendance Tab

M Home
W Timecards
¥ Recurring Schecules
R End ot Period
= ¥ setup
= M users
M security Groups
¥ change User Passwords
M Position Codes
M activete Users
= WV Labor Charge Fislds
¥ Labor Charge values
' ‘wage Rate Programs
= ¥ Dates
¥ Haliday Programs
¥ Projected Pay Cycles
= M General
' client Administration Prefersnces
' Inbox and E-mail Motifications
¥ Time Off Request Configuration
= ¥ Phone sccess
¥ change Emplayes Phone PIN
= W Timeciocks
' Timeclocks
¥ Timeclock Groups
= M Mairtenance
= ¥ Timecard
¥ Reprocess Employee Timecard
=2 M employves

¥ Employes Positions

1

Employee Accrual Balances

T

Employee Accumulator Balances

Ky

Terminated Employee Positions

3

Attenclance Exceptions

A

Employee Changes
¥ Time Off Requests

= M payroll
M Exports
¥ schedule Pre-paid Time Off
' Payroll Adiustment and Unspproval
¥ Payroll Reconciliation

=2 M imports

M imports

You can manage practitioner permissions for the Time & Attendance module under
Practitioner Time and Attendance Tab.
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You can manage practitioner permissions for the HR & Benefits module under HR and
Benefits Tab.

T

& W HR and Benefits Tab

¥ Hame
B ¥ company
¥ General
¥ corporate Groups
¥ Custom Fields:
[ Providers
¥ company Settings
¥ securtty Settings
¥ Deduction Rulss
¥ Pay Calendars
¥ Tax Ertties
¥ EE status
[ COBRA Domestic Partnar
= ¥ Benefits
¥ EnrclEass
¥ Deductions
¥ Time-otf
=2 Hr
¥ Performance
¥ Reasons
¥ Salary Structure
¥ Jobs
¥ Talent Management
= ¥ Employee
= 7 selt Service
M Edit Privieges
E ¥ performance Management
¥ Euit Privilages
¥ archive and Delete: Employes
¥ coBRA Administration
&= ¥ Time o1t
M Edtt Privieges
= 7 Benefits
7! Edit Privileges
B ¥ Talent Management
W' Edt Privieges
B ¥ integration
! Edit Privileges
¥ Basic Employse Data Edit Priviisges
¥ invoice
¥ Billing
' imgont
= ¥ Exchanoe
¥ service Bin
¥ service cal
[¥ ek Service Inveking
¥ carnsctions
B ¥ irtegration
¥ Deductions
& ¥ Integration Profiles
¥ Integration Loa
¥ Integration Settings:
¥ Employee Access Administration
= ¥ Rights
¥ sdministrative Users and Rights
¥ Employee Users and Rights
¥/ Manager Users and Rights
¥ SSN Masking (Note: Showing SSN may compromise the security of protected personal infarmstion)
B ¥ Earnings visibility

¥ Edit Priviieges
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Custom Security Groups for the New Hire Feature

If your company is using checklists for new hires that are provided by the New Hire
feature, you need to set up custom security groups for the employees and managers to
whom these checklists are assigned.

Important: You must name these custom security groups correctly and assign
permissions carefully. For details, refer to Chapter 7, “Setting Up Custom Security Groups
for New Hire Checklists” on page 157.

Changing a Security Group

Custom security group

You can change the setup of a security group to better meet your company’s needs.
Changing an active security group immediately impacts all users in that group who are
logging on. Users who have already logged on are affected the next time they log on.

You change the description, members, and permissions for all groups. You can also
change the status and membership rules for custom groups.

1 Point to Security Access and select Security Groups.

2 Click the name of the security group you want to change.

Tip: If your company uses membership rules, you can place your cursor over any
custom security group to identify rules assigned to it.

EOLED LT G Home | Workflow Setup = ‘ Security Access w | Configuration = | Repors =
Security Groups [
Default Security Groups have been pravided for you. To vieww or change a group, click the Group Mame. If you need additional
Securtty Groups, click Add Hew.
B Addiew
= PN FaN PN
Group Hame .~ Group Description ™7 Group Type 7 Group Status ™7
acdtmin Adminiztrator acdministr atar Active
employes Employes employes Active
manager Manager manager Active
practitioner Practitioner practitioner Active
| (& Temporary Employess Do not view benefits employee Active
" Termirsted Emplovees  Only view pay statements on Pay and Taxes tah  employee Active
" Time and Attendance Time and Attendance practitioner Active
B pelete
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3

4

If needed, change information in the Group Description field.

Ponal LG (Il Home « | Warkflow Setup vl Security Access vl Configuration v| Reports v|

Security Groups

Group Name : Temporary Employees Group Description : IDn nat vigw benefits

Group Type:  employee Group Status: b |Active =

Rules | Members Permizzions

Rules can determine the members of a Security Group. Select the rules you want to use. Ywhen you are done, click
anather tah or click Save Group to exit.

Membership Rules
v Rule Hame Rule Description ™7

FTEEEO Fulltime employees employed B0 days of more -
HR Administrators Human Resources Administrators

HRE Manacers Hurman Resources Managers

HR manacers and tax folks HR managets and tax folks d

. AddRule |

m

. Save Group ‘| . Delete Group ‘| . Cancel \

If needed, change information in the Group Status field. This option is only available

for custom groups.

Important: When you change a group status to active, users in that group who are
logging on are immediately impacted. Users in that group who are already logged on

are impacted at their next logon.
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5 If needed, add or remove membership rules. This option is only available for custom
groups.

» For existing rules, either click to select or click to clear the appropriate check box.
* To add a new membership rule, click Add Rule.

For detailed instructions, refer to “Managing Membership Rules” on page 86.

Portal Administrator ~ Egliljf:! v! ‘Workflow Setup vl Security Access v| Configuration v! Reports v!

Security Groups
Group Name : Temporary Employees Group Description : |Do not view benefits
Group Type:  employee Group Status: 3 IAcﬁve -
Rules | Members Permissions

Rules can determine the members of & Security Group. Select the rules you want to use, When you are done, click
another tab or click Save Group to exit.

Membership Rules

A - S
=7 Rule Hame .~ Rule Description ™7
O FTEEEO Full time employees employed 60 days or more =
O HR_Administrstors Human Resources Adminiztrators
I HR Manacgers Human Resources Managers
| HR managers and tax folks HR managers and tax folks d
@ Addrule |
- Save Group | . Delete Group | - Cancel |

6 If needed, add or remove members. Instructions for this task follow in this section of
the chapter.

7 If needed, change the permissions for your group. Instructions for this task follow in
this section of the chapter.

8 When you are finished making the changes to your security group, scroll to the bottom
of the page and click Save Group.

Adding or Removing Members from a Security Group

Important: The permissions you assign to a security group are accessible to all users in
that group. As a result, it is important to make sure you (1) set up the group with the
appropriate permissions and (2) add the appropriate users to the group.

1 Point to Security Access and select Security Groups.
2 Select the group name to which you want to add or remove a member.

3 Select the Members tab.

Note: If your company does not use the Membership Rules feature, you are
automatically on the Members tab when you select the group name.
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4 Do one of the following:

* For an existing member, enter member information (such as last name) and click
Find.

« For a new member, click Add Members. Click to select or clear the check box next
to the member's name.

Note: If you removed a member who was generated by a rule, that user remains in
the member's list with the name and information grayed out and the check box not
selected. If you want to make the user active in the group again, click to select the
check box next to the user's name.

Click Save Group.

Important: When users are moved into custom groups of the same employee type
as their default security group, they remain in the default group, but as inactive
members, with their name and information grayed out. To make these users active in
the default group, you need to remove them from the corresponding custom groups.
After you do this, the users are automatically made active in the default group.

For example, Johnny Mathis is a member of a custom practitioner group that has
partial access to payroll data. His name and information are grayed out in the default
practitioner group.

R R Home » | Workdiow Setup = | Secury Access w | Configuration = | Repors = | Stafing »

Security Groups ?

Group Name: ~ practitioner Group Description: ~ Practoner

Group Type: ~ practitiongr Group Status: Active

Rules Wenmbers Permissions

This tab displays members of tis Securty Group. To fiter the list, anter member information and cick Find. After you make appropriste changes, cick another tab or cick Save Group fo ext.

first ame: dobe

Last Name: Location:

Department #:

Johnny Mathis is inactive in
the default practitioner group.

2Found

A
lame

7] Austin Jane

. Save Group

I Find

Rows perPage: 10 =

A 8
Userid Service Center 7

LHARPERGWFNPBSEZL (atoo0

. Cancel

&
Department *

B cet

i
Location ©
HikRO0 Loct

a
Job ¥

Rule lame

NA
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You want to give Johnny Mathis full access as a practitioner by making him active in

the default practitioner group. From the custom practitioner group, click to clear the
check box next to Johnny Mathis’ name.

Portal Administrator * JRlluCRd

Security Groups

Workfiow Selup ¥ [ Securiy Access « | Configuralion » | Repors v

Stafing v |

GroupName: - Payroll Practtioners Group Description:  Payrol racttoners Dept 1000

Group Type:  practitioner Group Status: ) Adive ¥

—
Rules Members Permissions

This ab dispisys members of this Securty Group. To fiter the ist, enter member information and cick Find. After you make appropriste changes, clck anather tab or cick Save Group o ext

First Name: o

Last Name: Location:

Department . Find . GetAl

1Found Rows per Page: 10 = .M"EMU
& a & & a a

R Userld Serviee Center Departments = Job 7 Locstion Rule Name

7 wans, Jomany JFEHER@UFNRTESELL w0 GR! Lot WA

' Save Group . Delete Group . Cancel

Result: Johnny Mathis is automatically an active member of the default practitioner

group. His name and information are no longer grayed out, and the check box next
to his name can now be selected.

Portal Administrator + {ilut] | Warkfiaw Setup vlﬁe:uit; Access -} Configuration +

ﬂriw Groups

Reports « ‘ Staffing *

Group Name:  practitioner (Group Description:  Pracitioner

Group Type:  practitioner Group Status: Active

—
Rules Nembers Permissions

Thia tab displays mambers of this Sacurty Group. To fiter the it sntar member information and cick Find. After you make appropriate changes, cick another tab or cick Save Group to extt

First Name: e

i — Location:

Department - | 0

2Found Rows per Page: 10 =

P wer & p— P— 7 Lot fle lame
. - - Jser ¥ Tvice r

‘?Ohnny Mathis is nOW active 7] Austn, Jane LHARPERGINFHPIGSEZL 001000 kRO LoE1 [
in the default practltloner 7 Maihis, Johany IFSHER@WFIP1BSEZL 001000 GR1 Loct WA
group.

. Save Group . Cancel

Adding Permissions to a Security Group

You can give members of a security group permission to access specific features.

1 Point to Security Access and select Security Groups.

2 Select the group name for which you want to add permissions.
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3 On the Permissions tab, select the tab name, features, and whether members can
view, update, add, or delete information.

Click + to expand the list, or

click - to collapse the list.

Note: If you have assigned custom content to a security group, it is included as a

permission at the bottom of this page.

I E BT (Tl Horne = | Warkilow Setup = | Security Access - | Configuration » | Reports = |

Security Groups

Group Name: Temporary Employees
Group Type:  employee

Fules Members | Permiszions

This Security Group has permission tothe selected features
[7 Select 4l

— E W Personal information Tais
¥ Emergency Contacts
¥ Dependent Information
72 Citizeniship Information
¥ Persansl Custom Fielis
[¥ General nformation

17 Employes Home Tab

¥ Header atiriutes

W Career Tah

¥ Benets Tah

V¥ Employee Pay and Taxes Tab

¥ Employee Time and Attenciance Tah

Cusgtom Cordent

Group Description :

b |Active *

Group Status;

Yisihle Setto Detaut

. Save Group .

2009 Automatic Data Processing

4 Click Save Group.

Changing Security Group Permissions

. Delete Group .

. Cancel |

Privacy | Legal

To change the ADP Workforce Now features to which members have access to use,
select the Permissions tab. If the check box next to a feature is selected, users have
permission to use this feature. You can change if necessary.

1 Point to Security Access and select Security Groups.

2 Select the group name for which you want to change permissions.

Security Guide

82

ADP Workforce Now



Setting User Access in ADP Workforce Now -

3 On the Permissions tab, click to select or clear the tab name, features, and whether
members can view, update, add, or delete information.

Tip: Click the + to view all the features under each category.
4 Click Save Group.

Note: If you want to restrict everyone’s access to a specific feature, check all of the
security groups that have been set up for your company and remove the permission from
the groups as needed. To restrict access for one type of user, such as employees, remove
the permission from the default security group and all custom security groups of the same
user type.

Deleting a Custom Security Group

Custom security group

Delete option

Portal administrators can delete custom security groups. Default security groups cannot
be deleted.

1 Point to Security Access and select Security Groups.

LU EIG R G Home = | Workflow Setup v‘SecurityAccess v| Configuration = | Reports =

Security Groups

Defaut Security Groups have been provided for you. To view of change a group, click the Group Name. If you need additional
Security Groups, click Add Hew.

B Addtew

- VA VA VA

Group Hame -~ Group Description ™7 Group Type  *7 Group Status =7
aclmin Administratar acministrator Active
employee Employee employee Active
manager Manager manager Active
practitione Practitioner practtioner Active
¥ Temporary Emplovess Do not view benefts employes Active
 Termirasted Employvess  Only view pay statements on Pay and Taxes tab  employes Active
 Timeand Mtendance  Time and Attendance practitioner Active

. Delete |

2 Click to select the radio button next to the custom security group you want to delete.
3 Click Delete.

4 Click OK to confirm your deletion.

Viewing User Permissions and Security Group Assignments

The View User feature allows portal administrators to see the security groups to which a
user belongs as well as the comprehensive permissions for those groups.

1 Point to Security Access and select View User.

2 Enter user information in one or more search fields and click Find.
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3 In the list of users, click the user’'s name.

Note: Feature permissions are assigned to a security group and to individual
employees. To change user permissions, you must change permissions for the
associated security group or create a new security group for the employee.

m Vielcome, Jane Austin Language ~  Support Center | Company Directory | Log Of
¥/ Edit page content Mare Information... Search Company Diractory H‘
Portal Administrator v GG v| Workflow Setup = | Securily Access | Configuration v | Reports v | Staffing »
View User ?
—
To find a user, enter informafion in ane or more search fields and cick Find. Click the user's name to view permissions and Securty Group memberships
First Name : Steven Job:
Last Name:: Darfinsk Location:
Department : W
1 Found Rows perPage: 10 =
Y
Name 7 UserID Service Center Department & Jab Location
User’s name Darinsk, Steven SOARLNSKIGWFNPHSEZL
2013 Automatic Data Processing, Inc: Privacy | Legal

4 To see the user’s permissions, click + to expand the list associated with each feature.

m Welcome, Jane Austin Language = Support Center | Company Directory |Log Off =
¥ Edit page content More Information.. Search Company Directory Ii‘
Portal Adminisirator = [FEIERS ‘ Workflow Setup = | Security Access « | Configuration » | Reparts « | Stafing +
View User ?
—
Hame; Steven Darinski Department #:
User ID: SOARLINSKIGWFIPBSEZL Job:
Service Center: Location:

Permasions Sacurty Groups

‘This tab dsplays the users comprehsnsive permissions based on Securly Graup memberships. I do4s nat nelude custom canlent s8SGAMents, To change permiasions, update the permissing of the Saeurty Groups to which the user belngs

Features to which the user— [ * fPobmm :
haS access (assigned [ /| Employee Pay and Taxes Tab
through security grOUpS) ) | Empleyes Tme and Altendance Tab

[ 1/ Canser Tab

[ L Moble Soutiens

[# /7 Personal nformation Tab
B8 1] Header Afirbutes

8 | Footer Atirbules

[ 17 Benefis Tab

. Cancel
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5 To see the security groups to which the user belongs, select the Security Groups

tab.
IMHMMM Home | Wordow Sehup | Securl ccess » | Confiuralon | Repos « | Safing +
View User 7
Name: Steven Darlngki Department &
User: SDARUNSKIBWFNPIBSELL Job:
Servica Center:

Location:

]
Pemissing | Securty Groups

This b il the Securty Groups o hch i et bengs, ek  Group Nae b view e pemissions of e Secutty Grp

=5
[

'
Grouphame roupDeserion GrowType 7 Group St

e Ve Teslet et View Tester Egloyes Actie

[ [

6 Click Cancel to return to the View User main page.
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Managing Membership Rules

Important: When adding or creating a membership rule, you must select the correct
membership rule attribute and enter the correct value on the Membership Rules page.
What you should select and enter depends on the combination of modules your company
is using. Refer to the online Help for a list of the membership rule attributes and values.
Point to Security Access and select Membership Rules, then click ?(Help) in the
top-right corner of the page. In the left-navigation column, click See more about
Membership Rule attributes and values.

Membership rules help to define the characteristics of membership in a security group or
a work group. When a membership rule is assigned to a security group, members can be
granted permission to site features that are different from those of other users. When a
membership rule is assigned to a work group, members can be included in the approval
or notification of an event that is specific to their function.

For example, you can assign the following membership rules to a security group or a
work group:

e All exempt employees

« All terminated employees

* Employees with a specific company code

 Employees that work in the HR department in San Francisco
« Employees who have been employed for 60 days or more

Note: Detailed instructions on setting up work groups are provided in the ADP Workforce
Now™ Portal Administrator Guide.

Adding a Membership Rule

You can add as many membership rules as needed to accurately define the security
group. Be sure to use a descriptive name so it is easy to identify each rule.

1 Point to Security Access and select Membership Rules.

2 Click Add New.

GOUEI GG TS IR Home « | Workflow Setup = | Security Access « | Configuration « | Reports -

Membership Rules

Rules can determine the members of a Security of Work Group. To vievy of change a rule, click the Rule Name. If you need additional
tules, click Add Hew.

B Addtew
o s .
Rule Hame w Rule Deseription  — Rule Details
& FTEERD Fulltime employees employed B0 days or (rull -l »= 60
— mare:
" HR Administrators Human Resources Administratars Employment Status Equals a

m < Manaters Department Equals 100000 AND Job Code
B8 MAna0e Equals HRMGR
——
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3 On the Membership Rules detail page, enter a rule name and a rule description.

Tip: Use language that makes the rule easy to identify when it is assigned to a
security group or a work group.

4 If your rule requires a comparison statement, select an attribute and an operator, and
enter a value. Then, click Add Comparison.

Purlalndministlatulv Home = | Workfiow Sefup = | Secunty Access =

Membership Rules 1

Configuration =

Reports =

Rl Name: ) | Rull Destriptor: ) |

Membership Rule Details
Comparison tab Comparison Caleulatian

Atfribute;  |Department v
Operator: [Ewss =
Value: oo MdComparisan | Cancel

5 Review your comparison statement in the Rule Preview box at the bottom of the
page. If it contains red text, the comparison contains an error that you need to correct
before you can continue. Hover your cursor over the red text to identify the problem.
Then continue working with your comparison.

If your monitor doesn’t display the entire page, scroll to the right.

Rule Preview

Rule Preview Department = 100000

. Save | Delete . cancel |
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Calculation tab

6

If your membership rule requires a calculation statement, select the Calculation tab.
In the Attribute field, select a variable, a mathematical symbol, and another variable.
Then, select an operator and enter a value. Click Add Calculation.

CIEENETE IR Horme v | Workflow Setup v| Security Access v‘ Configuration = | Reports ~ |

Membership Rules

Rule I Rule } I
Name: Description:

Membership Rule Details

Comparisan Caleulation

Attribute: [currert Date =] [ =] [rrepate &
Operator: [> =]
Value: o [ I

Use the AND and OR operators to connect multiple rule statements.

Use Example
AND if employees To create a group that includes all hourly employees whose stan-
must meet both dard hours are less than 30, click AND to connect the two state-
criteria ments:
(Employment Rate Type Equals Hourly) AND (Standard Hours <
30.00)
OR if they can meet  To create a group that includes all hourly employees or all active
one or the other employees, click OR to connect the two statements:
criteria

(Employment Rate Type Equals Hourly) OR (Employment Status
Equals Active)

Membership rules are executed in the order entered, and precedence is given to
AND operators over OR operators. The following three scenarios demonstrate this
execution:

1. A+ B+ C + D is executed (A+B) or (C+D)
2. AorB + C + Dis executed A or (B+C+D)
3. A+ B+ CorDis executed (A+B+C) or D

Example for Scenario 3:

Membership Rule: Department Equals 100000 AND Location Equals Dallas AND
Employment Rate Type Equals Salaried OR Employment Status Equals Active

Execution: (Department Equals 100000 AND Location Equals Dallas AND Employment
Rate Type Equals Salaried) OR (Employment Status Equals Active)

The resulting group would consist of all salaried employees who are in Department
100000 and the Dallas location AND all active employees (independent of department,
location, and employment rate type).
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7 Review your calculation statement in the Rule Preview box at the bottom of the
page. If it contains red text, the calculation contains an error. Hover your cursor over
that text to identify the problem. Then continue working with your calculation.

8 When you are done, click Save.

Example: Only Active Employees
1 In the Attribute field, select Employment Status.
2 In the Operator field, select Starts with.
3 In the Value field, type A.

4 Click Add Comparison. Your comparison statement displays in the Rule Preview
box below.

Example: All Exempt Employees
1 In the Attribute field, select FLSA Status.
2 In the Operator field, select Equals.
3 In the Value field, type Exempt.

4 Click Add Comparison. Your comparison statement displays in the Rule Preview
box below.

Example: Employees Who Work in the HR Department in San Francisco
1 In the Attribute field, select Department.
In the Operator field, select Equals.

In the Value field, type Human Resources.

A wWN

Click Add Comparison. Your comparison statement displays in the Rule Preview
box.

Click AND to add your second statement.
Click Add a Comparison/Calculation.
In the Attribute field, select Location.

In the Operator field, select Equals.

© 00 N O O

In the Value field, type San Francisco.

10 Click Add Comparison. Your second comparison statement displays in the Rule
Preview box below.

Example: Employees Who Have Been Employed for 60 Days or More
1 In the Attribute field, do the following:

e Select Current Date as the calculation variable.
e Select - as the mathematical symbol.
e Select Hire Date as the second variable.
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In the Operator field, select >=.
In the Value field, type 60.

Click Add Calculation. Your calculation statement displays in the Rule Preview box
below.

Testing a Membership Rule

Always test a membership rule after creating or changing it.

1
2
3

Point to Security Access and select Security Groups.
Click Add New.

Enter a group name that will help you to identify the members that belong to this
group.

Select a group type.
From the Rules tab, select the membership rule you created.

Click Members to view the members that are generated by your membership rule. If
the members are not correct, delete the security group and select Membership
Rules to edit the membership rule.

Important: An important step in testing a membership rule is to check that you have
used the correct attribute and value.

Fixing a Membership Rule That Isn’t Working Correctly

If the membership rule isn’t working correctly, select the rule on the Membership Rules
page and make sure you have:

Selected the correct attribute. For example, you might have selected Employment
Status (Active, Terminated, or Leave of Absence) when you meant to choose
Employment Rate Type (Hourly or Salaried).

Selected the correct calculation or comparison operator.

Entered the correct value.

Appropriately connected the rule statements with AND or OR.

Entered the rule statements in the order they should be executed, with precedence
to the AND operators over the OR operators.

Assigning and Unassigning Membership Rules

Membership rules can be assigned to work groups or custom security groups. A change
in membership rule assignments has an immediate impact on users logging on. It may
change the groups to which they belong and the features to which they have access.

Tip: From the Security Group page, hover your cursor over a custom group name to
display a brief description of membership rule assignments.

1
2

Point to Security Access and select Security Groups.

Click to select the appropriate group name.
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3 On the Rules tab, click to select or clear the rule you want to assign or unassign.

4 Click Save Group.

Changing a Membership Rule

Rules

Important: A membership rule has an immediate impact on users who are logging on.
These rules can change the groups to which the user belongs and the features they can
access. If you do not want to affect users, add a new membership rule instead of
changing an existing membership rule that already has users assigned.

You cannot change a membership rule that is assigned to a security group or a work
group. First, you must unassign the rule from any security groups or work groups to
which it is assigned. Another option is to create a new rule.

1 Point to Security Access and select Membership Rules.

2 Click the rule you want to change.

Portal Administrator ~ Sglalagl=Re SR TN RS- (NS 4 I Security Access w | Configuration = | Repors -
Membership Rules T
Fules can determine the members of a Security or Work Group. To view or change a rule, click the Rule Mame. If you need
additional rules, click Add Hew .
B Addnew
PR P o
Rule Hame  w Rule Description  — Rule Details
& FTEESD Full time: employees employved B0 days (nUl - Nl >= 60
ar more
' HE Administrators Human Resources Administrators Employmert Status Ecuals a
Cepatrtment Equals 100000 &MD Jokb
ok Managers
= HR Managers Human Resources Manacers Code Equals HRMER
Department Eguals 100000 AMND Job
HR managers and tax folks
HRE managers and tax folks HR managers and tax folks Code Equals HRMGR
= Temporary Employvee Benefits Do not shovwy benefits Fegular or Temporary Equals t
Terminsted Emplovees Pay and
~ Terminsted Employvees Pay and Only showe pay statements on Pay and Ensloymen S Eprist
Taxes Tah Taxes tab
le Titme: a!ﬂd Attendance Time and Attendance SUprerviscr Time and Attendance Supervizor Eguals
Supervizar N
C Top qu T G0 Cepartment Egquals 200000 AMD Jok
Lop auy P gLy Code Equals HRMER
B Delete

3 If necessary, change the rule description.

4 Change the rule.

Tip: Click the pencil icon to edit or the X to delete a rule statement. Click Clear Rule
to delete the entire rule.
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5 Preview your revised rule statement in the Rule Preview box at the bottom of the
page. If it contains red text, there is an error that you will need to correct before you

continue. Hove

r your cursor over that text to identify the problem, and revise the rule

to correct the problem.

Click he ule 0

change it. (Current Date - Hire Date) == 60

L K

. Save |

. Delete | . Cancel |

6 When you are done, click Save.

7 Test your rule by assigning it to a security group or a work group. Then, validate the

members who

are generated by the rule. For more information, refer to “Adding a

Membership Rule” on page 86.

Changing a Rule for an Automatically Created Custom Security Group

If you set up a cus
status to the mem

tom security group for terminated employees, you must add an active
bership rule for each automatically created custom security group of

the employee type. This makes terminated employees inactive in their automatically
created custom employee group(s), so the employees do not view content they should

not see.

Important: To change a membership rule for an automatically created custom security
group, first unassign the membership rule from the group. Change the rule, and then

assign the new rul

1 Point to Secur

e to the group.

ity Access and select Security Groups.

2 Select the group name for which you want to unassign the current membership rule.
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3 Unassign the membership rule by clicking to clear it.

LE R g G R Home « | Workflow Setup = l Security Access v| Configuration ~ | Reparts ~ | Recruiting & Stafiing ~ |

Security Groups ks
Group Name: Payroll and HR Emplovees Group Description:  |Payrall and HR Employees
Group Type: employee Group Status: b|Active ¥

Rules | Members Permissions

Rules can determine the members of a Securtty Group. Select the rules you want to use. YWhen you are done, click andther tab or click Save Group to exit.

Membership Rules

pay o
. . < | RuleHame ¥ Rule Description ™
Click to clear an assigned =
T HRMsnaoers Human Resources Managers
. ¥ Payrolan mployees ayroll an mployees
membership rule ol o Eni Payeolan HR: Bl
[T Payrol and HR: Managers Payroll anc HR: Managers
T Time end &ttenciance Employess Time and Attendznce Employess ﬂ
. AddRule |

- Save Group J . Delete Group J . Cancel J

Click Save Group. You are returned to the updated Security Groups page.
Point to Security Access and select Membership Rules.

Click the rule you want to change.

Click AND.

Click ADD a Comparison/Calculation.

© 00 N o 0o b

Add a rule statement that defines employment status as active.

« In the Attribute field, select Employment Status.
« In the Operator field, select Starts with.
« In the Value field, type A.

] =X

Lomparison Caliulation

bRE: |t e i

Operator: - (ot iy v

Vie: IAdanmparisun ) . et |

(Lise & commata separats muRiDE valies)

10 Click Add Comparison.

11 Preview your revised rule statement in the Rule Preview box at the bottom of the
page, and revise the rule if necessary.

12 When you are done, click Save.
13 Point to Security Access and select Security Groups.
14 Select the group name for which you want to assign the revised membership rule.

15 Click to select the rule you want to assign.
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16 Click Save Group.

Important: If you add an employment status to one custom security group, you must
add an employment status to all custom security groups of the same employee type. This
ensures that members of multiple groups see only what you want them to.

Deleting a Membership Rule
1 Point to Security Access and select Membership Rules.

2 Click to select the radio button next to the rule you want to delete.

Portal Administrator = [ IR R 'JSEEUIWAEEESS v| Configuration ~ | Reports +

Membership Rules ?
Rules can determine the members of a Security or Work Group. To view or change a rule, click the Rule Name. If you need addtional rules, click Add Hew:
B Adubew
Rule Hame Rule Description % Rule Details
@ ETEESD. Full ime employees employed 60 days or mare (Current Dete - Hire Date) == 60
 HR Administrators Human Resources Administrators Employment Status Equals a
© HR Mansgers Human Resources Managers Department Equals 100000 AND Job Code Equals HRMGR
" HR manacers and tax folks HR managers and tax folks Department Equats 100000 &ND Job Coce Eguals HRMGR
" Payroland HR Employees Payroll and HR Employees Pay Group/Company Code Mot Equats Time and Aftendance Employee
 Payroll and HR Managers Payroll and HR Managers Marager Indicatar Equals Manager
" Temporary Employes Benefts Do ot shaw henefits Regular o Temporary Equals t
" Terminsted Emplovees Pay and Taxes Tab Only showy pay statements on Pay and Taxes tab Ermployment Status Evuals t
" Time and Attendance Emplovees Time and Altendance Employees Time and Attendance Employee Indicator Equals
 Time and Attendance Supervisor Time and Aftendance Suprervisor Time and Attendance Supsrvisor Equals ¥
" Time and Attendance Supervisors Time and Attsndance Supervisors Time: ancl Attendance Supervisor Indicator Eguals v
© Tooaw Top guy Department Equals 200000 AND Job Coce Exuals HRMGR
@ Deiste |
@ 2009 Automatic Data Processing Privacy | Legal
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3 Click Delete. Then click OK to confirm your deletion.

Tip: If you get a message indicating that the rule is currently assigned, you must
remove it from the corresponding security group or work group before deleting it. To
identify rule assignments, point to Security Access and select Security Groups.
Hover your cursor over the group name.
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Chapter 4

Setting User Access for HR & Benefits

Through ADP security management service, you have set up all users who need digital

certificates to access the HR & Benefits module of ADP Workforce Now®. The next stage
of user security for these users is to identify which features of the HR & Benefits module
they can use.

This chapter provides details on certain aspects of setting up user access in the HR &
Benefits module, including:

* Assigning the HR & Benefits profile to the user
e Restricting user access by corporate groups

For additional details on restricting user access in the HR & Benefits module, refer to
Chapter 3,“Setting User Access in ADP Workforce Now” on page 57.

Important: You must complete the security management process, including assigning
the HR & Benefits profile, for the user before you can complete the procedures described
in this chapter.
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Assigning the HR & Benefits Profile to a User

HR & Benefits
profile

Note: You might need to
select additional profiles.
Check with your ADP
representative.

Your ADP representative has created a default profile for each module or service your
company is using. This profile allows you to control access to each of these services. In
this section, you will assign the HR & Benefits profile to any user you set up in ADP
Netsecure who should have access to this module.

To assign the HR & Benefits profile to a user, follow these steps:

1
2

Access ADP Netsecure.

Find the user.

For details on finding a user record in ADP Netsecure, refer to “Adding a New User”

on page 36 in Chapter 2.

On the Find User Results page, click the user name or user ID.

Click Assign Profiles.

From the Available Profiles list, select HRB. (This profile represents the HR & Bene-

fits module.)

Assign Product Profiles

Client-MAS15T Profiles
(Praduct : Profile : Rale)

401K:401KPlanAdmin default profile: 401KPlanAdmin
CRT:CRTClient&dmin default profile: CRTClientAdmin
CRT:CRTClientPrefAdmin default profile: CRTClientPrefAdmin
HRB:HREClientAdmin default profile: HREClientAdmin
HomepagePortal:Podal Cert User Certificate

el2: el9ClientAdmin default profile; ePClizntAdmin

iPay:[Pay AdminiPayAdmin

John Smith Profiles
(Region: Product : Prafile : Role)

£

R
s

SAVE CHANGES

HomepagePortal: Practitioner. Certificate
SupportCenter. SupportCenter: RegionalClientAdmin
ezLaborManager.ezLaborManagerClientAdmin default profile:ezLaboanagerCli

6 Click >> to move the profile to the Assigned Profiles list.

7

Tip: You might need to scroll horizontally to see the list of assigned profiles.

Click Save Changes.
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8 A window opens with a message that tells you the profile has been saved. Click Move
to the Next Step.

/23 Netsecure

Profile has been saved.
Do not select Assign
Another Profile. You —_ ASSIGN ANOTHER PROFILE | MIOVE TO THE NEXT STEP
must completely set up the
HR & Benefits profile

before you can assign

another profile to the user.

9 Click the link, Click here NOW to register for HR/Benefits Solution.

Fy

To complete the product registration for this
user, please click the following URL's before

continuing.
. T HR/Benefits Click here NOW to reqgister for
Click this link. =olution HR/Benefits Solution

Cartinue |

[

10 Do one of the following:

* Click Create a new Non-EE administrative user to indicate a contract or
temporary employee.
« Click Select from existing employees or non-EE users (for all other users).
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Important: When selecting from existing employees or non-EE users, enter the last
name exactly as it appears in the HR & Benefits module. Otherwise, you will receive

Select this option
for temporary or
contract users.

an error message that the user cannot be found.

HF & Benefits v| Payrall v| Recruiting & Staffing | Reports v‘

Rights Management Praduct Suggestions || Help |

"Administrative Users ]| Self-Service Users][ Self-Service Rightsl

Add an administrative user:

) Create a new Non-EE administrative user

Select this option
in most cases.

— & Select from existing employees or non-EE users

Enter Last Name for employee or non-EE user search:

Last Mame: Lab

Ohack ecancel finishg nexto

11 Click Next.
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12 Onthe Administrative Users tab, select the business units, locations, classes, home
departments, and pay groups to which the user should have access.

« If the user should have no access restrictions, click No (Corporate Group)
Restrictions to remove all restrictions of this type.

» For users who should have access restrictions, select each setting they should be
able to access. Press Ctrl and click to select more than one setting.

HR & Benefits | Fayroll « | Recruiting & Staffing ~ | Repors v|

[Administrative Users ]l Self-Service Users ][ Self-Service Rights|

Administrative Users: Add User

Associating an admimistrative user with an employee will consolidate any Self-Senvice accounts with
the user account you are now creating. Some information is contained in the employee's record and
cannot be altered here. Please choose a password and complete access and user rights

information.

User Information: =
Real Mame*: Jake Lab FileShare Address™ BEwinidhrb
E-mail Edit more user settings in Netsecure. Click the link belon
Phone: to open Netsecure in a new window

Fox

indicates a required field.

The user has access to the following:

Divisions select current Locations select current
Corporate Chicago
Company Headquarters
Los Angeles
MNew York
Classes sefect current Departments sefect current
Full Time Operations
Part Time
Pay Groups

P034050B

Key: PA - Pending Activation, PT - Pending Termination, T - Terminated
: To select multiple items, hold down the Control Key when selecting an item.

Ohack ecancel finishg nexto

13 Click Finish.
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Accessing the HR & Benefits Module

From this menu, you can
set up user access in the
HR & Benefits module.

To set up user access in the HR & Benefits module:

You must be logged on to ADP Workforce Now as a practitioner.
You must be assigned the primary user profile in the HR & Benefits module.

Important: During the planning phase, your ADP representative set up the security
master as the primary user. If you are an ADP Netsecure security master and are unable
to perform the procedures in this chapter, check with your ADP representative to make
sure you have been assigned the correct security access.

To access the practitioner role, follow these steps:

1
2

Log on to ADP Workforce Now.

Point to the Role Selector and select Practitioner. Notice that the menus change
when you access the Practitioner role. The menus for all ADP Workforce Now services
are available.

Point to the HR & Benefits menu to see the available options.

el E A Home « | HR & Benefits v' Payroll v} Time & Attendance v} Rectuiting & Staffing vi Reports v}

Home
Welcome s Employee ht
[r— Company
Welcome Benefits lam
it Tirme Off nk ta Manager - My Team Surmary
This is a test o Resources
test2 o HR wps/myportal/Manager/Home/Resourcehttp:/fwps/myport:
Company Mission Ihvaice Il - Employee
Statement o nk ta Pavrall = Employee
e strive to be the Billing
best Import
Exchange ls
Message Center & OIS
At a Glance Integration res to Come Soon
I
E-Access
Click the folloveing link
()t
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Changing User Access Using Corporate Groups

If it is not already
active, click this tab.

In most cases, you will restrict access to the HR & Benefits menu through the same
features that control access to the ADP Workforce Now home page. These features are
described in Chapter 3, “Setting User Access in ADP Workforce Now” on page 57.

The only rights you should restrict through the HR & Benefits module are for these
corporate groups:

Business units
Locations

Classes

Home departments
Pay groups

Do the following:

1 Point to HR & Benefits and select Rights.

Home « [ HR & Benefits - | Payroll = | Time & Attendance = | Recruiting & Staffing v| Reparts v‘
Home
Welcome & Employee it
[— Company
Welcarme Benefits lam
— Tirme Off k to Manager - My Team Summary
This is a test o Resources
testz o HR wps/ryportal/Manager/Home/Resourcehttp A wps/myport
to Payroll = Employes
e strive to be the Billing i A
best Import
Exchange s
Message Center & Cunnec.nons
at a Glance Integration IFes to Come Soon
I
E-Access

Click the follawing link
(2]t

2 Click the Administrative Users tab (if necessary).

Product Suggestions E Help

Rights Management

[Administratiue Users ]| Self-Service Users ][ Self-Service Rights]
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3

The color green identifies a
primary user.

The color black identifies a
non-primary user.

The color red means the digital
certificate has not been loaded, or
an error has occurred in the regis-
tration process for the user.

The + identifies a non-registered
user.

Select the user.

Edit an Administrative Lser

Jane Practitioner
Janice Smith T
Joe Portaladmin
Joey Jteami
John Practitioner
Stesven Datinski
Support User15T* - (Mon-EE User)

Add rew adminisirafive users in Nefsecure. Click fhe
link below fo open Wefsecure in 3 new window.

Add Account 50
Edit Account |

Important: You cannot edit the rights for the primary user. These rights are
assigned to the security master. Speak with your ADP representative if you need to
adjust security master rights.

Click Edit Account.
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5 On the Administrative Users tab, select the business units, locations, classes, home
departments, and pay groups to which the user should have access.

« If the user should have no access restrictions, click No (Corporate Group)
Restrictions to remove all restrictions of this type.

» For users who should have access restrictions, select each setting they should be
able to access. Press Ctrl and click to select more than one setting.

Home ~ ] HR & Benefls v‘ Payroll | Time & Attendance ~ | Recrufiing & Staffing ~ | Reporis + |

Rights Management Product Suggestions  [@ Help

Administrative Users | Self-Servica Users | Self-Service Rights |

Administrative Users: Edif User
Some information is contained in the employee's record and cannot be altered here.

User Information:

Esttom
Real Name™, David King FileShare Address™ (@fitids0s
E-mail Edit more user settings in Netsecure. Cick the link
Phone

below to open Netsecurs in & new wincow.

Fax Administer User o]

* Indicates 3 required feld,

The user has access to the following:

Business Units Locations
o Business Unit Restrictions ----- |l -—--- Mo Location Restrictions
Division (BU1) Location (LOCT)
Ciasses

————— No C

0C £t ns
Detault Class (HRC) Department (001000)
Manish ()
Pay Groups

rrrrr ho Pay Group Restrictions —-——
Detault Pay Group

Hey: PA - Panding Activation, PT - Pending Termiastion, T - Terminated
Note: To select multiple iterns, hold down the Control ey when selecting an iters.

Cancel Save Changes

6 Click Save Changes.
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Chapter 5
Setting User Access for Payroll

Through the ADP security management service, you have set up all users who need
digital certificates. The next stage of user security for these users is to allow them to
access the Payroll module and identify which features of the Payroll module they can see
and use.

This chapter provides details on these additional security features, including:

« Assigning the Payroll profile to the user

* Changing a user profile

* Deleting a user profile

« Changing a user’s name, profile, or access rights
e Deleting a user

Note: You must complete the security management process, including assigning the
Payroll profile, to the user before you can complete the procedures described in this
chapter.
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Assigning the Payroll Profile to a User

Payroll profile

Your ADP representative has created a default profile for each module/service your
company is using. In this section, you will assign the Payroll profile to any user you set
up in the ADP security management service who should have access to this module.

To assign the Payroll profile, go to People > Access & Security > Product Profiles.

1 Select the user.

2 Click on the user's name.

3 Click to select the PayX2 profile and move it to the Selected Product Profiles list.

AR

Add Users > Ohio Valley > Assign User Profiles Step 3 of 4 ; substep 1

Assign Profiles for

I CRT:CRTChent&dmin default profile: CRTClientAdmin
CRT:CRTClentPrefdmin defautt profile: CRTClientPrefAdmin
HRB:HRBClientAdmin default profile: HRBChent&dmin

HomepagePortal: AdminPracttioner: Certificate
Payx2.PR ADMIN: Admin >

Note: You might need to
select additional profiles.
Check with your ADP
representative.

SupportCenter: SupportCenter: RegionalClhertAdmin

Available Profiles Assigned Profiles

<< BACK jcucrone | sk THissTeR |

CANCEL

4 Click == to move the profile to the Assigned Profiles list.

Tip: You might need to scroll horizontally to see the list of assigned profiles.

5 Click Assign Profile.
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Another Profile. You

Setting User Access for Payroll -

6 A window opens with a message that tells you the profile has been saved. Click Move

to the Next Step.

£3P

must completely set up the
Payroll profile before you
can assign another profile
to the user.

Click this link.

ASSIGH AHOTHER PROFILE MOVE TO THE HEXT STEP

Profile has been saved.

7 Click the link, Click h

ere NOW to register for Pay eXpert.

Doy o¥pert

To complete the product registration for this user, please click the following URL's

before continuing.

Click here NOW to register for Pay eXpert

8 On the Users page, select Payroll Administrator in the User Profile field.

Note: During the planning phase of setting up user access, you noted access restric-
tions that might affect whether you should use the default user profiles for the Payroll
module or create new ones. If a default profile does not meet your needs, you can
modify it or create your own user profiles. Speak with your ADP representative to
determine whether to use the default profiles or create new ones.

ADP Workforce Now

109 Security Guide



- Setting User Access for Payroll

Important: The super user profile can only be assigned to one user in the Payroll
module and your ADP representative has already assigned this profile to the security
master.

Do not assign the ADP support associate user profile to a user unless requested to do
so by your ADP representative.

Users - E fekl
Be sure to select the correct
. . User Hame: ¥ John Smith
user profile for this user. i
Remember: All access rights User 1D: b Il hEWEN M HAREN
in the Payroll module are User Frofile: 4 2
controlled through this = Company and Em

) ADP Support Associate

prOfIle. @ Full access to all YR Administrator

FPayrall Adrministrator

Remate F'armil User
S'Irstern Adrinistrator L

We1cume 10 ADP

¥ Custom access

@l vone | @l cancel |
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9 Select whether the user has full access to all companies or custom access.

Users i ? 3]
User Hame: ¥ John Smith
User ID: ¥ | JSmithEWFNIHREN
User Profile: » [Suger User. '
= Company and Employee Access
In this area, set up the level & Full access to all companies
of access the user should Custom access
have.
L] Walcome 1o ADP Jeadiyrite
@l vone | @l concel |
To

Select This Option

Allow the user full access to all types of data ~ Full access to all companies and go to Step 14.
for the company

Allow the user to access the company, but Custom access and go to Step 12.
restrict access to specific types

10 Select the appropriate access level for this user.

G Custom access

15T Tps Payx Test Readflrite -l
Select the access

Mone
level from this list. By Cost Number
By Department
[Read Only
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11 If you selected custom access, select the access level the user will have to information
(such as pay rates and salary history) in the Payroll module.

To

Allow no access

Allow read-only access
Allow read/write access

Allow access to selected departments within a
company

Allow access to selected cost numbers withina
company

Select This Option from the Access Level
List

None

Note: If you change the access level of the
user’s default current company to none, the
default will reset to the parent code. If the user
does not have access to the parent code, then
the default is set to the company with the
highest alphabetical order.

Read Only
Read/Write

By Department, then select the companies
that apply. For employees within these depart-
ments, the user will have full read/write access
to the functions and pages permitted by the user
profile.

You can set up a maximum of 570 departments.
However, ADP recommends a maximum of
200 departments. Hold down the Control key
or the Shift key and select multiple depart-
ments.

Note: If you do not select at least one depart-
ment for a company, you will not be able to
view any employees for the associated
company.

By Cost Number, and then select the cost
numbers that apply.

Note: If you do not select at least one cost
number for a company, you will not be able to
view any employees for the associated
company.

12 Click Done.

13 A window confirms you have successfully set up the user in the Payroll module. Click
Close.
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Accessing the Payroll Module

From this menu, you can
set up user access in the
Payroll module.

To set up user access in the Payroll module:

You must be logged on to ADP Workforce Now as a practitioner.
You must also be assigned the super user profile in the Payroll module.

Important: During the planning phase, your ADP representative set up the security
master as the Payroll super user. If you are an ADP security master and are unable to
perform the procedures in this chapter, check with your ADP representative to make sure
you have been assigned the correct security level.

To access the Practitioner role, follow these steps:

1
2

Log on to ADP Workforce Now.

Point to the Role Selector and select Practitioner. Notice that the menus change
when you access the Practitioner portal role. The menus for all Workforce Now
services are available.

Highlight the Payroll menu to see the available options. From this menu, you can set
up all aspects of user access in ADP Workforce Now for the Payroll module.

Huorme v‘ HR & Benefits vi Fayroll = ' Time & Atendance vi Recruiting & Staffing vi Repors =

Home
Welcome ¢ News and Announce Emplayee s
e Pawrall

This is a Big Company in th Utilities

test finthany Albright

llyst Webcast of the ranth, Clic

teers
th 13th, 8:15 AM EST e

ADP Workforce Now

113 Security Guide



- Setting User Access for Payroll

Setting Up User Profiles

During the planning phase, your ADP representative discussed how the access
restrictions you identified relate to the Payroll default user profiles. You might have
decided to adjust the default profiles to better suit the needs of your organization.

The Payroll user profiles control the type of information that users can view and the
functions they can perform in the Payroll module. You selected a user profile when you
assigned the Payroll profile to the user.

The Payroll module provides the following default profiles:

e Super user (assigned by your ADP representative to you, as security master)
e Payroll administrator

* H/R administrator

e System administrator

* Remote Payroll user

Adding a New User Profile

1 Select Payroll > Setup.

2 From the Setup Tasks menu, select Add New User Profiles.

Setup

Setup Tasks

= Add Mews User

Add New User
Profile

u Addd Mew Uzer Profiles
General

u System Options

= Company Options

u Date Mapping

u Paydata Grids

= Yalidation Tables
Users
m Lsers
= Lzer Profiles

= Uszer Preferences
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3 On the User Profiles page, enter a unique user profile name. Choose a name that is
descriptive, easy to understand, and differentiates the user from other users.

User Profiles (2 o

User Profile Hame: >||

= Field Masking

Social Security Number IMasked (M7 89) IMasked [MBT8Y) |
Bank Deposit Account Number | |Masked (0000000000004867) | | [Masked (O00000000000UEET) ]

= Function Access

Each tab listed below corresponds to the top-level application tabs. Click on each tab and then select
the functions that will apply to this user profile,

Employee | Payroll Reports Litilities Setup

[" Add New Employee [™ Transfer j
[" Add Pending Employee [” Personal Information
[" Emergency Contact [” Previous Employer «l

@ oone | [ cancer |

4 Select an option to control Social Security number display in the user interface.

Note: It is recommended that you keep the default value of Masked Display
(XXX-XX-6789) or select No Display (blank) for user profiles other than Super
User. Display of entire employee Social Security numbers is not recommended. The
option you select also controls the display of dependent Social Security numbers,
Federal 1Ds, and beneficiary Social Security numbers in the user interface.

5 Select an option to control Social Security number display on reports.

Note: It is recommended that you keep the default value of Masked Display
(XXX-XX-6789) or select No Display (blank) for user profiles other than Super
User. Display of entire employee Social Security numbers is not recommended. The
option you select also controls the display of dependent Social Security numbers,
Federal 1Ds, and beneficiary Social Security numbers on reports.

6 Select an option to control bank deposit account number display in the user interface.

Note: It is recommended that you keep the default value of Masked Display
(XIXXXXXXXXXXXX4567) or select No Display (blank) for user profiles other than
Super User. Display of entire employee bank deposit account numbers is not recom-
mended. The option you select also controls the display of the transit/ABA number on
reports.

7 Select an option to control bank deposit account number display on reports.
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Note: It is recommended that you keep the default value of Masked Display
(XXXXXXXXXXXXX4567) or select No Display (blank) for user profiles other than
Super User. Display of entire employee bank deposit account numbers is not recom-
mended. The option you select also controls the display of the transit/ABA number on
reports.

8 On each tab, select the functions that a user with this profile will be able to perform.

Tip: Functions are grouped according to the tasks a user can perform on each page
in the Payroll module.

9 Click Done.

Changing a User Profile

The profile names
are links that when
clicked display the
details of the
profile.

Use the User Profiles page to change the access assigned to a user profile. Changes to a
user profile take effect the next time users with this profile log on.

Note: You cannot modify the Super User profile.

1 Select Payroll > Setup.
2 From the Users category, select User Profiles.

3 Click the user profile you want to change.

User Profiles [ ? I
5Found1-5 Rows per page: [{llf~ . AddNew |

User Profile Name o

— H/F _Administrator

Payroll Adrinistrator

Remote Payroll User

Super User

=
=
=
=

Systern Administrator
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4 Select options to control Social Security number and bank deposit account number
display in the user interface and on reports.

User Profiles [ 2 =
User Profile Name: 3 IH*’R Administrator
= Field Masking
Social Security Murnber WW
Biank Deposit Account Mumber | Masked (000000000000MEET) 7| | [Masked (00000000000WEET) 7]

= Function Access

Each tab listed below corresponds to the top-level application tabs. Click on each tab and then select
the functions that will apply to this user profile.

Employee Payroll Reports Uitilities Setup

¥ Add New Employee ™ Transfer j
¥ Add Pending Employee ¥ Personal Information
[ Emergency Contact " Previous Employer =

@ pone | @ cancel |

Note: If you are changing options for Social Security number display and bank
deposit account number display in the user interface and on reports, it is recom-
mended that you keep the default value of Masked Display or select No Display
for user profiles other than Super User. Display of entire employee Social Security
numbers and bank deposit account numbers is not recommended. The option you
select for Social Security number also controls the display of dependent Social Security
numbers, Federal IDs, and beneficiary Social Security numbers. The option you select
for bank deposit account number also controls the display of the transit/ABA number.

5 On each tab, make the appropriate changes and then click Done.

Deleting a User Profile
You cannot delete a user profile that has users assigned to it. You must first assign the
users to another profile and then delete the original profile. Use the Users page to
assign users to another profile. Then use the User Profiles page to delete the profile.

Note: You cannot delete the super user profile.

1 Select Payroll > Setup.

2 From the Users category, select User Profiles.
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3 Click to select the check box next to the user profile you want to delete.

A selected check
box tags the user
profile for deletion.

User Profiles

n Help

=

6 Found 1 -6

H/R Administrator

Rows per page: |1D 'l
User Profile Name o

@ nddbew

Payroll Administrator

Rermote Payroll User

Super User

System Administrator

aaa|aia

test test

@ perete |

5 Click OK at the deletion confirmation message.

4 Click Delete.
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Changing User Information

Use the Users page to change details about the user, such as name, user profile, or
access rights. These changes take effect the next time the user logs on. You cannot
change a user’s ID. You must delete the user ID you want to change and then create a
new one.

Note: Do not enter a password unless directed to do so by your ADP support represen-
tative.

1 Select Payroll > Setup Tasks.
2 From the Users category, select Users.

3 Click the name of the user whose details you want to change.

Users [? )
8 Found 1-8 Rows per page: m .@]
v lane Practitioner Payroll Administrator
Click the link to open L loe User Super User
the details for a user. O loey Jteams H/R Administrator
O lohn Practitioner System Administrator
O John Smithl Payroll Administrator
O John Smith4 Super User
O Steven Darlinski Super User
O Support User-15T Super Uzer
@ petete |
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4 On the detail page for that user, make appropriate changes.

Users [ 2 I
Remember: You cannot User Name: DlJane Practitioner
assign the super user profile. User ID: » [iPractitionerl @MASTET
ThI-S pmflle has aIreagiy been | User Profile: 4 |F'ayr0|| Administratar j
assigned to the security
master. = Company and Employee Access
& Full access to all companies
' Custom access
15T Tps Payx Test IReadN\-’rite vl
. Done | . cancel |
5 If you selected custom access, then select the access level the user will have to infor-
mation (such as pay rates and salary history) in the Payroll module.
o Cl|510|n access
15T Tps Payx Test Readftite vI
Select the access Mane
By Departrent
\Read Onl
Select This Option from the Access Level
To List
Allow no access None

Note: If you change the access level of the
user’s default current company to None, the
default will reset to the parent code. If the user
does not have access to the parent code, then
the default is set to the company with the
highest alphabetical order.

Allow read-only access

Allow read/write access

Read Only

Read/Write
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Select This Option from the Access Level
To List

Allow access to selected departments withina By Department, then select the companies that

company apply. For employees within these depart-
ments, the user will have full Read/Write
access to the functions and pages permitted by
the user profile.

You can set up a maximum of 570 departments.
However, ADP recommends a maximum of
200 departments. Hold down the Control key
or the Shift key and select multiple depart-
ments.

Note: If you do not select at least one depart-
ment for a company, you will not be able to
view any employees for the associated
company.

Allow access to selected cost numbers withina By Cost Number, and then select the cost
company numbers that apply.

Note: If you do not select at least one cost
number for a company, you will not be able to
view any employees for the associated
company.

6 Click Done.

Deleting a User

From the Users page, you can delete a user from the Payroll module.
1 Select Payroll > Setup.

2 From the Users category, select Users.
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3 Click to select the check box next to the user profile you want to delete.

Users
8 Found 1-8 Rows per page: I1D 'I @ radnew |
User Name o User Profile &

v Jane Practitioner Payrall Administrator
- Joe User Super User

O Joey Jteams H/R Administrator

- John Practitioner System Administrator
O John Smithi Payrall Administrator
- John Smithe Super User

O Steven Darlinski Super User

- Support User-15T Super User

. Delete |

4 Click Delete.

5 Click OK to confirm the deletion.
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Chapter 6
Setting User Access for Time &

Attendance

Through the ADP security management service, you have set up all users who need

digital certificates to access the Time & Attendance module of ADP Workforce Now®.
The next stage of user security for these users is to allow them to access the Time &
Attendance module and identify which features of the Time & Attendance module they
can use.

This chapter provides details on these additional security features, including:

* Assigning the Time & Attendance profile to the user
e Managing Time & Attendance security groups
e Managing user access in the Time & Attendance module

Note: You must complete the security management process, including assigning the
Time & Attendance profile, to the user before you can complete the procedures described
in this chapter.
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Assigning the Time & Attendance Profile to a User

Time & Attendance
profile

Your ADP representative has created a default profile for each service your company is
using. This profile allows you to control access to each of these services. In this section,
you will assign the Time & Attendance profile to any user you set up in the ADP security
management service who should have access to this module.

To assign Time & Attendance profile, go to People > Access & Security > Product
Profiles.

1 Select the user.
2 Click on the user's name.

3 Click to select the Time & Attendance profile and move it to the Selected Product
Profiles list.

4 Click Assign Profiles.

5 From the Available Profiles list, select the profile for the Time & Attendance module.

Assign Product Profiles

Note: You also might
need to select addi-
tional profiles. Check
with your ADP repre-
sentative.

Client-MAS15T Profiles John Smith Profiles
(Product : Profile : Role) (Region: Product : Profile : Role)
401 K:ADTKPlanAdmin default profile: 401 KPlanAdrnin HomepagePortal: Practitioner: Certificate
CRT:CRTClientAdmin default profile: CRTClientAdrmin SupportCenter SupportCenter RegionalClientAdmin
CRT:CRTClientPrefAdmin default profile: CRTClientPrefAdmin
HRB:HREClientAdmin default profile: HREClientAdmin
HomepagePortal:Portal Cert User:Certificate ;I
el?:el@ClientAdmin default profile: el3ClientAdmin
ezLaborManager:ezLaborManagerClientAdmin default profile: ezLaborManagerClientAdmin
iPay IPay AdminiPayAdmin = |

SAVE CHANGES

6 Click >> to move the profile to the Assigned Profiles list.

Tip: You might need to scroll horizontally to see the list of assign profiles.

7 Click Save Changes.
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8 A window opens with a message that tells you the profile has been saved. Click Move
to the Next Step.

£

Profile has been saved.
Do not select Assign
Another Profile. You must. ASSIGH AHOTHER PROFILE MOVE TO THE NEXT STEP
completely set up the Time
& Attendance profile

before you can assign

another profile to the user.

9 Click the link, Click here NOW to register for ezLaborManager.

E|

To complete the product registration for this
user, please click the following URL's before
continuing.

Click here NOW to reaister for
ezlaborManager

Click this link. gzlabnrianagar

_____ el

10 The next window confirms that you have successfully set up the user in the Time &
Attendance module. Click Close.

Continue to “Managing Time & Attendance Security Groups” on page 128 to restrict user
access in the Time & Attendance module.
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Accessing the Time & Attendance Module

To set up user access in the Time & Attendance module:

* You must be logged on to ADP Workforce Now as a practitioner.
e You must be assigned the EL_ALL user profile in the Time & Attendance module.

Important: During the planning phase, your ADP representative set up the security
master and backup security master with EL_ALL access in Time & Attendance. If you are
an ADP security master and are unable to perform the procedures in this chapter, check
with your ADP representative to make sure you have been assigned the correct security
access.

To access the Practitioner role, follow these steps:

1 Log on to ADP Workforce Now.

2 Point to the Role Selector and select Practitioner. Notice that the menus change
when you access the Practitioner role. The menus for all Workforce Now services are
now available.

3 Point to the Time & Attendance menu to see the available options. From this menu,
you can set up all aspects of user access in ADP Workforce Now.

L R Home » [ HR & Benefits vi Payrall = | Time & Attendance v' Rectuiting & Staffing vi Reports vi

Home
Welcome ¢ News and Announcements | Timecards s Spatlight
. [ | |
From this menu, you can Recuring Schedules

set up user access in the .. .
Timep& Attendance This is a test Big Company in the News | End of Periad My Team
test? Test link to Manager - My

module. COMpany When: T-hursdua:ST Link to Resources
Mission [ ' Waintenance bttpe/fwps/myportal/Mana

w—-— Payroll - Employee
Test link to Payroll =
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The Time & Attendance Setup Page

In the Users section, you

can set up user access fo——

the Time & Attendance
module.

Employees vs. Users

The links on the Setup page are grouped into four sections: Users, Labor Charge

Fields, Dates, and General. To manage security, you are most concerned with the
Users section.

Setup

~ Users

® Security Groupns

The Users section contains these options:

Security Groups: Allows you to assign employees to Time & Attendance security
groups. Security group assignments control which supervisors and administrators can
access employee records.

Users: Allows you to assign Time & Attendance access rights to employees.
Change User Passwords: All passwords are set up through the ADP security
management service. This option redirects you to security management to reset user
passwords.

In Time & Attendance, security groups control who can view and edit employee records.
Employees and users have a different relationship to security groups. The following
explains the difference:

An employee is a person whose Time & Attendance information is recorded in the
Time & Attendance module. An employee cannot access the Time & Attendance
module unless he/she is also a user.

Employees are assigned fo a security group. This means they are members of the
security group, but they cannot view the records of other employees.

A user is an employee who has been given access by an administrator to the Time &
Attendance module. A user can access the module to clock in and out, view benefits
information, and perform other tasks.

Users are assigned access to a security group. This means they can view the
employees who are members of security groups to which they have been given
access. However, giving a user access does not make the user a member of the secu-
rity group.
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Managing Time & Attendance Security Groups

The Time & Attendance module has its own security groups feature. You must set up
security groups in the Time & Attendance module to manage security groups in this
module.

As the security master, you can perform tasks related to Time & Attendance security
groups, such as:

- Create security groups

e Assign employees to security groups

= Assign user access to security groups

« Edit security group descriptions
 Remove employees from security groups
* Remove user access to security groups

* Delete security groups

Important: In Chapter 3, “Setting User Access in ADP Workforce Now” on page 57, you
set up security groups to manage access to ADP Workforce Now. These groups do not
control access to content in the Time & Attendance module. You must set up separate
security groups within the Time & Attendance module to manage access to content in this
module.

In ADP Workforce Now, four custom security groups with associated membership rules
and permissions are automatically created if your company is using one of these combi-
nations of modules: (1) Payroll and Time & Attendance or (2) Payroll, HR & Benefits, and
Time & Attendance. These groups are managed through the Security Groups menu
option on the Security Access menu. Refer to Chapter 3, “Setting User Access in ADP
Workforce Now” on page 57, for details on these groups.

Creating a Security Group

Select this option to
create a new security

group.

To create a security group, follow these steps:

1 Select Time & Attendance > Setup.

2 From the Users section, select Security Groups.

Setup

Uzers

= Security Groups
n Llsers

m Change User Password

Dates

- Fams )
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3 On the Security Groups page, click Add New.

Payroll ~ | Time & Attendance - | Recruiting & Staffing vl Reports - ‘
Options Help Training Product Suggestions
You are hare: Setus > Security Groups
Security Groups
Search Options
Column: | Security Group 1D ¥| search: | | | (leave field blank to select all
Add New 5 Found @ Addnew )
[F Security Group ID & Description
0 | ooz 003 &
0 ooz 007 &
O | 030 Production Group [EE]
[1 | 040 Test Group 040 on 0615608 @]
O |oz0 070 &

4 In the Security Group field, type a unique ID for the new security group.

5 In the Description field, type a short description of the security group.

Pracﬁﬁonerv Home v| Payroll = | Time & Attendance « | Recruiting & Stafing v| Reports v|

Options Help Training Product Suggestions

You are here: Setup > Security Groups > Security Group

Security Group

Description: ,|

Users Employees Users with access to all employees
0 Found
Delete| Row| User Start Date End Date

Asginn additinnal Administratars ar Sunanisars

Note: Be sure to choose a descriptive name for the group. If you need to change the
name of an existing security group, you must remove all employees from the group,
create a new security group with the desired name, and then reassign the employees
to the new group.
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6 Select the Employees tab. The Employees tab displays all employees who are

Since you are creating a
new group, no

currently members of the security group.

Pracﬁlionerv Home v| Payroll ~ [ Time 8 Atiendznce + | Recruiting & Stafing ~ | Reparis |

You are here: Setup > Security Groups > Security Group

Security Group

Options Help Training Product Suggestions

Description: ,|
Users Employees Users with access to all employees
0 Found
|Delete| Row| Employee Start Date End Date

employees arelisted yet

Assign additional emplovees

F Submit . Cancel

7 Click the Assign Additional Employees link.

8 Click to select the check box for each employee that you want to add to the security

group.
e

Search Options
Column: |Emp\0y’ee 1D Vl Search: ‘ ‘ @ (leave field blank to select all)

16 Found Page 1of 2 12 Next >
1 Employee ID Last Name & First Name
F47110192 Barmen Stava
[ |Fa7110130 Cercemi Promotovi
F47110219 Cestallenis Cerlis
[1 |F47110225 Els Ernie
MFIEDERER Fiederer Mark
[] | SFIEDERER Fiederer Suzanne
[ |F47100025 Gildong Derben
[ |F47100208 Kallu Gliroe M.

[ | asigliwak Sigliwak Alo
[ | daildeng gildong d
12 Next >
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The Start Date field is
automatically filled in
with the current date.

9 Click Done.

Setting User Access for Time & Attendance -

(HElnl Rl Home ~ | Payroll vlTlrne&Attendan:e ~ | Recruiting & Staffing ~ | Reports

You are here: Setup > Security Groups > Security Group

Security Group

Options Help Training Product Suggestions

Security Group: * [TEST

Description:

>|Time & Attendance Security Group Test

Users Employees Users with access to all employees

0 Found

Delete| Row Employee Start Date End Date
0L oamon st tiszssosnts | ou22200 | @
[ | 2 |cestallenis, Cerlis (F47110219)  |b|06/22/2009 || |
0 | 2 |Fiederer, Mark (MFIEDERER) + [06/22/2009 |[E (-
O | 4 |Gidong, Derben (F47100025) » [06/22/2009 |[E [ ]
4] 5 |sigliwak, Alo (asigliwak) b\g] l:lg]

Assign additional emplovees

F Submit |

10 On the Security Group page, the Start Date field is automatically filled in with the
current date. The date in this field indicates when an employee bedins being a
member of the security group. To change the start date click the = button and then
selecting a different date

. Cancel |

11 To enter an end date on which the employee will stop being a member of the security
group, click the @] button next to the End Date field and then select a date. If you
want the employee to be a member of the security group indefinitely, do not enter a
date in the End Date field.

12 Select the Users tab. The Users tab displays all users who currently have access to
the security group. Users listed on this tab can view and edit the employees who are
listed on the Employees tab. (Because you are creating a new security group, no
users should be listed on this tab yet.)

13 Click the Assign additional administrator or supervisors link.

14 Click to select the check box for each user who should have access to the security
group and then click Done.

User ID Lookup

Search Options

Column: Search: I:I L@] (leave field blank to select all)

2 Found
O User ID Last Name & First Name
asigliwak Sigliwak Alo
[ | daildong gildong d

@ pone | @ cancel |

15 On the Security Group page, the Start Date field is automatically filled in with the
current date. The date in this field indicates when a user can begin accessing the
employees in the security group. To change the start date click the % button and
select a different date.
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16 To enter an end date on which the user will no longer have access to the security
group, click the Eﬂ button next to the End Date field and then select an end date.
If you want the user to have access to the security group indefinitely, do not enter a
date in the End Date field.

17 Click the Users with access to all employees tab to see which users have full
access to employee records.

Home | Payroll =

Time & Attendance v| Recruiting & Staffing = | Reports =

Options Help Training Product Suggestions

You are here: Setup > Security Groups > Security Group

Security Group

Security Group: ¥ TEST

Description: »[Time & Attendance Security Group Test
Users Employees Users with access to all employees
] 1 Found
This user has full access Row User a Start Date End Date
toallemployees. — "1 [sigiwak, Alo (asigiwak) 01/01/2008

18 Click Submit.

Creating Security Groups by Copying Existing Security Groups

Copying a security group is a quick way to create a new security group based on an
existing security group ID, description, employee assignments, and user assignments.
The security group from which the copy is created remains unchanged in the list of
groups.

To create a new security group by copying an existing group, follow these steps:

1 Select Time & Attendance > Setup.

2 From the Users section, select Security Groups.
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3 On the Security Groups page, click the % button to the right side of the security
group that you want to copy.

Pracliﬁonerv Home vl Payroll vlT\me & Attendance « | Recruiting & Staffing - | Reports v‘
Options Help Training Product Suggestions

You are here: Setup * Security Groups

Security Groups

Search Options

Column: | Security Group ID ¥ | Search: | | |80 (leave field blank to select all

6 Found . Add New
O Security Group 1D & Description

Copy button 100 00 &

O |00z 007 &
[ |o30 Production Group 5]
O | 040 Test Group 040 on 061609 &
O 070 070 &
[ | TesT Time & Attendance Security Group Test &

. Delete

4 On the Security Group page, the details of the security group is displayed. Enter a new
security group ID in the Security Group field.
Pracﬁﬁonerv Home = | Payrall = | Time & Attendance v| Recruiting & Staffing v| Reports v|
Options Help Training Product Suggestions
You are here: Setup > Security Groups > Security Group
Security Group
Edit the fields for the —— | security Group: *jpo3 |

copied employee record

_ g Description: ,|003
to make it unique.

Users Employees Users with access to all employees
D Found
‘Delete| R0w| User Start Date End Date

Assign additional Administrators or Supervisors

5 In the Description field, create a unique description for the new security group.

6 On the Users tab, make any necessary edits to the list of users who have access to
the security group.

7 On the Employees tab, make any necessary edits to the list of employees who are
members of the security group.

8 Click Submit. The new security group displays in the list of existing security groups.
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Assigning Employees to Security Groups

As a security master, you can assign an employee to a security group. Employees are
grouped into security groups to control who can access their information in the Time &
Attendance module.

Note: EL_ALL is a special security group that allows certain administrators to view all
employees, regardless of the employees’ security group settings. If you are setting up a
payroll administrator or other administrator who needs access to all employees, add the
administrator to the EL_ALL security group.

1 Select Time & Attendance > Setup.
2 From the Users section, select Security Groups.

3 On Security Groups page, click to select the check box next to the security group
for which you want to add employees.

4 Click the Employees tab to see all employees who are currently members of the
security group.

5 Click the Assign additional employees link.

6 In Employee ID Lookup window, click to select the check box for all those
employees you want to add to the group.

Employee ID Lookup
Search Options
Column: | Employee ID | Search: &) (leave field blank to select all)

20 Found Page 1of 2 12 Next=
O Employee ID Last Name & First Name
[1|F47110130 Cercemi Promotovi
[ |F47110219 Cestallenis Cerlis
[ |F47110225 Els Ernie
[ | MFIEDERER Fiederer Mark
[1 | SFIEDERER Fiederaer Suzanne
[1 | F47100025 Gildong Derben
[1 |F47100206 Kallu Glirog M.
[1|F47110226 Lantern Jack
[ | asigliwak Sigliwak Alo
[1 | daildong gildong d
12 Next =

@ pone B cancel

Note: The Employee ID Lookup window lists only the employees you are allowed to
view. Employees are sorted alphabetically by last name. You can quickly change the
sort order by clicking the Employee ID or First Name column headings.

To search for a specific name in the list, select Last Name from the Column
drop-down menu, enter a last name in the Search field, and then click the

button. Doing this saves the search option (Last Name in this example) as your
default setting for the Column menu in all Employee ID Lookup windows. You can
also select First Name or Employee ID from the Column menu, enter a first name
or employee ID, and click the button. The First Name or Employee 1D option
is then saved as the default setting.
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7 Click Done.

8 On the Security Group page, the Start Date field is automatically filled in with the
current date. The date in this field indicates when a user can begin accessing the
employees in the security group. To change the start date click the EJ button and
select a different date.

9 To enter an end date on which the user will no longer have access to the security
group, click the EJ| button next to the End Date field and then select an end date.
If you want the user to have access to the security group indefinitely, do not enter a
date in the End Date field.

10 When you have selected all employees you want as members of the security group,
click Submit.

Assigning User Access to Security Groups

As a security master, you can assign security group access to users. When you assign
access to a user, the user can view and edit the records of all employees who belong to
the security group. Note that assigning a user access to a security group does not make
the user a member of the group. It only allows the user access to the records of the
employees who are members of the group.

Example

You supervise the Sales group, and all of your employees are assigned to the Sales
security group. You are also a member of the Sales security group, but you cannot see
your employees’ records. Why not?

To view an employee's record, you must be assigned access to that employee's security
group. Access to employee records is controlled by the security group settings
associated with your Time & Attendance user ID, rather than the security groups you
and your employee are members of. You are probably set up as a member of the Sales
group, but you have not been configured to give you access to employees in the Sales
group. Contact your payroll or system administrator to have your user settings changed.

To assign security group access to users, follow these steps:
1 Select Time & Attendance > Setup.
2 From the Users section, select Security Groups.

3 In the Security Group ID column, click the security group for which you want to
assign access to users.
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4 On the Security Group page, all users who currently have access to the security group

The Users tab lists all
users who have access to
this security group.

Click to select the check
box for the users you want
to assign to the group.

5

6

are listed. Click the Assign additional users or supervisors link.

Pracmioner- Home = | Payroll » | Time & Attendance -|Recrumng&stamng v| Reports v‘

Options Help Training Product Suagestions

You are here: Setup > Security Groups > Security Group

Security Group
Security Group: 030
Description: >|Producticn Group
Users Employees Users with access to all employees
2 Found
Delete’
0 Row Usera Start Date End Date
F 1 |Cercemi, Promatovi (Cerami) P@] l:l@]
[0 | 2 |sigliwak, Alo (asigliwak) Dlg] I:LQ]

Assian additional Administrators or Supervisors

F Submit | ' Delete | . cancel |

In the User ID Lookup window, click to select the check box next to the users you
want to add to the security group and then click Done.

Note: The User ID Lookup window lists only the employees you are allowed to view.
Employees are sorted alphabetically by last name. You can quickly change the sort
order by clicking the Employee ID or First Name column headings. To search for a
specific name in the list, select Last Name from the Column drop-down menu, enter
a last name in the Search field, and then click the button. Doing this saves the
search option (Last Name in this example) as your default setting for the Column
menu in all Employee ID Lookup windows. You can also select First Name or
Employee ID from the Column menu, enter a first name or employee ID, and click
the button. The First Name or Employee ID option is then saved as the default
setting.

User ID Lookup

Search Options

Column: Search: l:l @ (leave field blank to select all)

2 Found
[F] User ID Last Name a First Name
- | [ | asigliwak Sigliwalk Alo
[ | daildong gildong d

. Done | . Cancel |

On the Security Group page, the Start Date field is automatically filled in with the
current date. The date in this field indicates when a user can begin accessing the
employees in the security group. To change the start date by click the @]‘ button and
select a different date.
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7 To enter an end date on which the user will no longer have access to the security
group, click the Eﬂ button next to the End Date field and then select an end date.
If you want the user to have access to the security group indefinitely, do not enter a
date in the End Date field.

8 When you have selected all users you want to have access to the security group, click
Submit.

Editing a Security Group's Configuration
As a security master, you can perform a variety of maintenance tasks to keep security
groups up to date.
Editing a Security Group's Description
1 Select Time & Attendance > Setup.
2 From the Users section, select Security Groups.
3 Select the ID for the security group with the description that you want to edit.
4

On the Security Group page, delete the current entry in the Description field and

type a new description.
Home « | Payroll v]Time&Aﬂendance v| Recruiting & Stafing = | Reports «

Options Help Training Product Suggestions

You are here: Setup = Security Groups > Security Group

Security Group

. Add New . Copy
Security Group: 007
Change this field t0 —————— pescription: g7
update the description.
Users Employees Users with access to all employees
0 Found
Delete Row User Start Date End Date

Assign additional Administrators or Supervisors

. Submit . Delete . Cancel

5 Click Submit.

Adding Employees to a Security Group
1 Select Time & Attendance > Setup.
2 From the Users section, select Security Groups.

3 Click the Security Group ID for the security group that you want to edit.

ADP Workforce Now 137 Security Guide



- Setting User Access for Time & Attendance

4 On the Security Group page, click the Employees tab.

Home ~ | Payroll vJTime & Attendance v‘ Recruiting & Staffing ~ | Reports »

QOptions Help Training Product Suggestions

You are here: Setup > Security Grou

Security Group

. Add New . Copy
Security Group: 030

Description: » Production Group
Users Employees Users with access to all employees

6 Found

Delete
0 Row Employee & Start Date End Date
O 1 |Cercemi, Promotovi (F47110130) »10/03/2005 'Ej 10/03/2025 'Ej
O 2 |Cercemi, Promatovi (F47110130) » |06/12/2009 ?] 'EJ
O 3 |Cestallenis, Cerlis (F47110218) » |0g/18/2006 || 09/18/2026 | B
O 4 |Els, Ernie (F47110225) » 01/01/2008 | 7| 01/01/2028 ||
O 5 |Gildong, Derben (F47100025) » 09/21/1998 | [T 09/21/2018 ||
O 6 |Kallu, Gliroe M. (F47100206) » 08/07/2006 || B 08/07/2026 |[B

Assign additional employees

@ submit @ pelete @ cancel

5 Click the Assign additional employees link.

6 Inthe Employee ID Lookup window, click to select the check box for each employee
you want to add as a member of the security group, and then click Done.

7 On the Security Group page, the Start Date field is automatically filled in with the
current date. The date in this field indicates when a user can begin accessing the
employees in the security group. To change the start date by click the E]‘ button and

select a different date.

8 To enter an end date on which the user will no longer have access to the security
group, click the Eﬂ button next to the End Date field and then select an end date.
If you want the user to have access to the security group indefinitely, do not enter a

date in the End Date field.

9 To delete employees from the security group, click to select the check box in the
Delete column on the Security Group page for each employee that you want to

delete.

10 Click Submit.

Changing the Users Who Can Access a Security Group

Select Time & Attendance > Setup.

From the Users section, select Security Groups.

On the Security Group page, click the Users tab.

a A W N P

Click the Assign additional users link.

Click the Security Group ID for the security group that you want to edit.
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6 In the User ID Lookup window, click to select the check box for each user whom
you want to have access to the security group and then click Done.

User ID Lookup

Search Options

Column: Search: I:I @ (leave field blank to select all)

2 Found
O User ID Last Name & First Name
Click to select the check — || | [ | asialiwak Sigliwak Alo
box for the user who should O | dailden gildong -

be able to access this
group.

. Done | . Cancel |

7 On the Security Group page, the Start Date field is automatically filled in with the
current date. The date in this field indicates when a user can begin accessing the
employees in the security group. To change the start date by click the @]‘ button and
select a different date.

8 To enter an end date on which the user will no longer have access to the security
group, click the @H button next to the End Date field and then select an end date.
If you want the user to have access to the security group indefinitely, do not enter a
date in the End Date field.

9 To remove a user's access to the security group, click to select the check box in the
Delete column on the Security Group page for each user that you want to remove
access from.

10 Click Submit.

Viewing a List of Users Who Have Access to All Employees
1 Select Time & Attendance > Setup.
2 From the Users section, select Security Groups.

3 On the Security Groups page, click the 1D for any security group in the list.
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4 Click the Users with access to all employees tab. Users with access to all security
groups are listed.

A=l SR Home ~ | Payroll vlTime&Attendance = | Recruiting & Staffing v| Reports v|

Options Help Training Product Suggestions

You are here: Setup > Security Groups > Security Group

Security Group

. Add New | . Copy )

Security Group: 003

Description: ooz ‘
Users Employees | Users with access to all employees |
1 Found
i | Row | User &« | Start Date | End Date |
This group can access all || 1 |sigliwak, Alo (asigliwak) |01/01/2008 | |

security groups.

- Submit J . Delete J . Cancel j

[Back to: Security Groups

Note: You cannot edit any of the assignments on this tab. The information is
read-only.

Removing Employees from Security Groups

To remove employees from a security group, follow these steps:

1 Select Time & Attendance > Setup.
2 From the Users section, select Security Groups.

3 In the Security Group ID column, click the security group containing the employee
whom you want to remove.

4 Select the Employees tab. The Employees tab lists all employees who are currently
members of the security group
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5 Inthe Delete column, click to select the check box for each employee whom you want
to remove from the security group.

Pracﬁﬁonerv Home = | Payrall vlTime&i\nendance vl Recruiting & Staffing vl Repors v|

Options Help Training Product Suggestions

You are here: Setup > Users > Security Groups > Security Group

Security Group

. Add New | . Copy |

Security Group: 003

Removing User Acc

Description: ,|003 ‘
Users Employees Users with access to all employees

1 Found

Delete
0 Row Employee & Start Date End Date
1 Lantern, Jack (F47110226) »|01/01/2007 | [ 01/01/2027 | [

Assign additional employees

_ Submit | . Cancel |

6 Click Submit.

ess to Security Groups

If you have the necessary authorization, you can remove a user's access to a security
group. When you remove a user's access, he/she can no longer view the records of the
employees who belong to the security group.

To remove a user's access to a security group:
1 Select Time & Attendance > Setup.

2 From the Users section, select Security Groups.

3 Inthe Security Group ID column, click the security group containing the user whose
access you want to remove.

4 Select the Users tab. The Users tab lists all users who can currently access the secu-

rity group.
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5 In the Delete column, click to select the check box for each user whose access you
want to remove from the security group.

Pmcﬁﬁor‘erv Home vl Payroll = | Time & Attendance v| Recruiting & Staffing leeports v‘

Options Help Training Product Suggestions

You are here: Setup » Security Groups > Security Group

Security Group

. Add New . Copy

Security Group:  TEST

Description: >|iTime & Attendance Security Group Test

Users Employees Users with access to all employees

1 Found

Delete
a Row User a Start Date End Date
O | 1 |sigliwak, Alo (asigliwak) »[08/22/2000 | B [ 18

Assign additional Administrators or Supervisors

F submit | [ Delete | ( cancel )

6 Click Submit.

Deleting Security Groups

As a security master, you can delete security groups that are not currently being used.

Important: You cannot delete a security group if one or more employees are assigned
to it. To delete a security group, you must first remove all employees from that security
group.

1 Select Time & Attendance > Setup.

2 From the Users section, click to select Security Groups.
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3 On the Security Groups page, click to select the check box next to each security
group you want to delete.

Pracﬁlionerv Home = | Payroll = | Time & Attendance v| Recruiting & Staffing vl Repors v|
Options Help Training Product Suggestions
You are here: Setup > Security Groups
Security Groups
Search Options
Column: ‘ Security Group ID ¥| Search: \ @ (leave field blank to select all)
6 Found .@
7] Security Group ID & Description
003 003 B
O |00z 007 &
O |o030 Production Group
[RIED] Test Group 040 on 061609 @
0 070 070 [E]
[ |TEST Time & Attendance Security Group Test @
@ Delete

4 Click Delete.

5 In the confirmation dialog box, click OK.
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Managing User Access

As a security master, you can perform user-management tasks such as these:

* Assign Time & Attendance access to employees

* Assign user access to security groups

* Change an active user's status to inactive

* Reactivate inactive users

* Configure supervisor users to emulate other supervisors
« Allow a user to access locked pay cycles

e Delete a user's access from Time & Attendance

Important: If you are using the ADP payroll module that has an Integrated Employee
Editor (a version of the Time & Attendance Employees and User pages that exists inside
the payroll module), you should add users and make changes to user records in that ADP
payroll module. Do not make user changes in Time & Attendance. If you are not using
an integrated ADP payroll module, you can use the following instructions to add and
change user records.

Assigning Time & Attendance Access to Employees

Select this option to
assign user access.

Some employees are automatically assigned user access to Time & Attendance as part
of an import. Use the instructions below to manually assign user access to employees.

Note: An employee must already exist in the Time & Attendance database before you
can assign user access to the employee.

Some employees are automatically assigned user access to Time & Attendance as part of
an import. Use the instructions below to manually assign user access to employees.

1 Select Time & Attendance > Setup.

2 In the Users section, click Users.

Setup

Users

= Security Groups

-u llsgrs

» Change User Password

Dates

ez s )
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3 On the Users page, click Add New.

Home vi Payroll = | Time & Aftendance - | Recruiting & Staffing vi Repors vi

Options Help Training Product Suggestions
You are here: Setup > Users

Users

B Activate Users
Search Options

Column: |UserID ¥ | Search: | & (leave field blank to select all)
Add New button - B Add New
User ID Last Name a First Name
Cerami Cercemi Promotovi
asigliwak Sigliwak Alo
daildong gildong d

Back to: Setup

4 On the User detail page, select the General Information option.

Home ~ | Payroll vlT\me & Atendance v‘ Recruiting & Staffing + | Reports v |

Options Help Training Product Suggestions

You are here: Setup > Users > User

User
EXER)]
General Information o General Information
option General Information |\ in. N
S Employee ID: 3 EJ
Report Group: ])
User Role: ij
Culture: b | English {United States) v
Administrator: @ [
. Submit
Back to: Users

5 In the User ID field, enter the user’s ID.

6 Click the q button next to the Employee ID field, and then select the employee to
whom you want to assign access to Time & Attendance. All users to whom you have
access are listed.

Tip: To sort the list by user ID, last name, or first name, click the User ID, Last
Name, or First Name column heading. To search for a specific name, select Last
Name from the Column drop-down menu, enter a last name in the Search field,
and then click the & button. (You can also search by a user ID or first name.)

7 Click the Q button next to the Report Group field, and then select the user's report
group.
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8 If the user should have administrator rights, click the \h{ button next to the User
Role field, and then select the appropriate user role.

Note: A user role only needs to be defined for administrator users. For supervisors,
access to supervisor services and supervisory functions is enabled when you click the
Is Supervisor box in the employee record. Do not assign a user role to users who
should not have access to administrator services.

9 In the Culture field, select the language in which the Time & Attendance module
should be displayed to the user.

10 If you have assigned the user an administrator role and you also want the user have
additional capabilities, click to select the Administrator check box. For a list of the
additional capabilities, click the @ icon next to the Administrator check box.

Note: If you select the Administrator check box, you must also select a user role in
the User Role field.

11 Click Submit. (After you click Submit, you can enter additional information in the
user's profile.)

Assigning User Access to Security Groups

When you assign access to a security group, you are only giving the user access to those
groups for supervisory or administrative purposes. You are not making the user a
member of the group. Supervisors should be assigned access to all security groups for
the employees they manage. Administrators who perform end-of-period operations
should be assigned access to a special company-wide security group.

To assign access to a security group, follow these steps:
Note: If the user you created is a supervisor or an administrator, you must assign the
user access to the security groups that contain the employees whose records you want

him or her to have access to. If the user needs to have access to all employees in the
company (to perform end-of-period operations, for example), select the EL_ALL security

group.

1 Select Time & Attendance > Setup.

2 In the Users section, click Users.
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Click to select the check
box for the security group
to which you want to assign
user access.

3

4
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On the User detail page, select the Security option and then click Add additional
Security Groups.

User

4444]
Status
General Information

Security

In the Security Group Lookup window, click to select the check box for each secu-
rity group to which you want to assign the user access and click Done.

Security Group Lookup

Search Options
Column: | Security Group ID V| Search: || | L@] (leave field blank to select all}
7 Found
[Fl Security Group ID & Description
— [ o003 003
[ |00z 007
[ |o30 Production Group
[ [ 040 Test Group 040 on 061609
[0 oza 070
[0 |EL_ALL System generated for all employees
[ | 1EST Time & Attendance Security Group Test
. Done J . Cancel J

On the Users page, select the user whose access to security groups you want to
configure. All users to whom you have access are listed alphabetically by last name.

Tip: To sort the list by user ID, last name, or first name, click the User ID, Last
Name, or First Name column heading. To search for a specific name, select Last
Name from the Column drop-down menu, enter a last name in the Search field,
and then click the {T_’a button. (You can also search by a user ID or first name.)

To assign the user access to other security groups, click the Add additional Security
Groups link.

In the Security Group Lookup window, click to select the check box next to each
security group to which you want the user to have access, and then click Done.
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8 Inthe Start Date column, the current date is automatically entered in the Start Date
field. This date indicates when the user will begin having access to the employees in
the security groups. To change this date, click the E” button to the Start Date field
for each security group and then select a different date.

9 To enter a date on which you want the user to stop having access to a security group,
click the EJ| button next to the End Date field and then select a date. If you want
the user to have access to a security group indefinitely, do not enter a date in the End
Date field.

10 Click Submit.
Note: To view a complete list of security groups to which the user can access in Time &

Attendance, click the View Employee - User Security Group Assignments link on
the right side of the page.

Viewing Security Group Assignments

As an administrator you can quickly view the current security group assignments for
employees and users that you have access to.

1 Select Time & Attendance > Setup.
2 In the Users section, click Users.

3 Select the User ID for the user whose security group assignment you want to check.
All users to whom you have access are listed alphabetically by last name.

Tip: To sort the list by user ID or first name, click the User ID or First Name column
heading. To search for a specific name, select Last Name from the Column
drop-down menu, enter a last name in the Search field, and then click the {%
button. (You can also search by a user ID or first name.)

4 On the User page, click the Security option.

User

4444]
Status

) ) General Information
Security option ——— [ g ity

All security groups to which the user currently has access are listed. If no security
groups have been assigned yet, the list is blank.

5 Click Employee - User Security Group Assignments.
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Practitioner » Ealinl-Ied | Payroll - | Time & Attendance - | Recruiting & Staffing v| Reports v‘

Options Help Training Product Suggestions

You are here: Setup » Users > User > Employee - User Security Group Assignments

Employee - User Security Group Assignments

Details of the = —————— RIETE T EEE o T T Cercemi, Promotovi can access:

assignment ; B
g User(Type) | Security Group |Start Date - End Date . Start Date - End Employee
Cercemi . Security Group Dat Count
Sl Production 10/03/2005 - i L
Group (030) 10/03/2025 :

(Employee) Zroducion | o6y19/2009 - 5
Cercemi, ducki 2roup (944
Promotovi % 06/12/2009 -
(Employee)
Sialiwak, Alo Production 10/03/2005 -
(Administrator) |Group (030) 10/03/2025
Sigliwak, Alo Production
(Administrator) |Group (030) 06/12/2009 -
Sigliwak, Alo Can access all R
(Administrator) |employees 06/12/2009

Under the Users who can access [NAME OF EMPLOYEE] section, the following
information is displayed in each column:

e User (Type): Lists all Time & Attendance users who can view the records of the
employee you selected in step 3.

e Security Group: Lists the security groups to which the selected employee belongs.
You can click the security group name to view details about the security group's
configuration. (If a user has access to all employees in the company, the Can access
all employees message is displayed, which cannot be clicked.)

e Start Date - End Date: Lists the date the employee became a member of the
security group and the date (if any) the employee will stop being a member of the
security group.

Under the [NAME OF EMPLOYEE] can access section, the following information is
displayed in each column:

e Security Group: Lists all security groups to which the employee you selected in step
3 has access to. You can click the security group name to view details about the
security group's configuration. If the employee does not have access to any security
groups, this section is blank.

e Start Date - End Date: Lists the date the employee began having access to the
security group and the date (if any) the employee will stop having access to the
security group.

« Employee Count: The number of employees who are members of the security

group.
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Configuring Which Users Are Allowed to Emulate a Selected User

1

2
3
4

Emulation option

Select Time & Attendance > Setup.
In the Users section, click Users.
On the Users page, select a user.
Select the Emulation option. All users who already have permission to emulate the
selected user are listed. If no users have been given permission, the list is blank.
Note: Only supervisors and administrators can be emulated. If you selected a user in
Step 3 who is not a supervisor or administrator, the Emulation option is not available
on the User page.
Pmcliﬁor\erv Home + | Payrall + [Time & Atiendance +| Recruting & Staffing ~ | Repors | i
QOptions Help Training Product Suggestions
You are here: Setup > Users > User
User
. Add New
@ ]
er Emulation
General Information|  User Name:  Sigliwak, Alo
Security User ID: asigliwak
Emulation | Delete ‘ Row | User ID User Name
Pay Cycle Access ‘ Add additional Supervisor Users
. Submit
Back to: Users
Click Add Additional Supervisor Users.
In the Supervisor User Lookup window, click to select the check box for each

supervisor or administrator you want to give permission to emulate the user and click
Done.

Supervisor User Lookup

Search Options

Column: Search: I:I L@] (leave field blank to select all)

1 Found

F User Last Name a First Name

daildong gildong d
\

Click Done.

Click Submit.
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Changing an Active User's Status to Inactive

You can change an active user's status to inactive when the user is temporarily not
working. You might need to do this if a user takes maternity leave, for example.

When a user's status is inactive, the user cannot access the Time & Attendance
application. However, the user's profile is not deleted from Time & Attendance. The
status can be changed back to active at any time. The user’s settings continue to be
stored in the Time & Attendance database so that you do not have to re-enter them if
you reactivate the user later.

If a user will never again need access to Time & Attendance, you can permanently
delete a user's access. Deleting a user permanently removes the individual's access from
Time & Attendance, but does not affect the person’s employee data.

Note: Some employees are automatically assigned user access to Time & Attendance as
part of an import. Use the following information when you need to manually change user
access for employees.

To change an active user's status to inactive:
1 Select Time & Attendance > Setup.
2 In the Users section, click Users.

3 On the Users page, select the user whose status you want to change. All users to
whom you have access are listed.

Tip: To sort the list by user ID, last name, or first name, click the User ID, Last
Name, or First Name column heading. To search for a specific name, select Last
Name from the Column drop-down menu, enter a last name in the Search field,
and then click the {% button. (You can also search by a user ID or first name.)

4 Select Status from the menu on the left.

5 On the User page, click Inactivate User.

6 In the confirmation dialog box, click OK.

Note: A user's current status displays to the right of the user's name on the User
page. When a user's status is inactive, the user still appears in the list of users on the
main Users page. To see a list of inactive users, click Activate Users on the Users

page.

Reactivating an Inactive User

You may be asked to reactivate a user who is returning to your company from a leave of
absence, such as maternity leave. Your company may also be configured so that if a
user enters incorrect login information more than a predetermined number of times,
that user's account will be inactivated. The user will then have to contact you to
reactivate his/her account. This is done as a security precaution.

To reactivate inactive users:

1 Select Time & Attendance > Setup.

2 In the Users section, click Users.
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On the top right side of the Users page, click Activate Users. The Activate Users
page opens, which lists all inactive users to whom you have access.

In the Activate column, click to select the check box for each user you want to acti-
vate.

Tip: To select all users in the list, click the check box in the header row of the Activate
column.

Click Activate Selected Users.

Click OK.

Note: When you click OK, the page is refreshed with the users you selected removed
from the list. After the page refreshes, you can activate additional users, or return to
the main Users page by clicking the Users link in the You are here path at the top
of the page.

Deleting a User’s Access to Time & Attendance

When you delete a user, only the user's access to Time & Attendance is removed. The
user's employee record is not changed or deleted.

1 Select Time & Attendance > Setup.
2 In the Users section, click Users.
3 On the Users page, select a user.
4 Click Delete User.
Options Help Training Product Suggestions
You are here: Setup > Users > User
User
B Add New
[KEK]
Status
Status
General Information|  User Name:  Sigliwak, Alo
Security User ID: asigliwak
Emulation User is currently active ¢
Delete User button Rau-Cuclad | . Delete User . Inactivate User
5 Click OK.
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Configuring Supervisor Users to Emulate Other Supervisors

User emulation allows a supervisor or administrator to log on to Time & Attendance as
another user to resolve timecard exceptions, run end-of-period operations, and perform
other basic supervisor tasks for the other user's employees. This may be required if a
supervisor is out sick or on vacation.

Tip: If you have permission to emulate another user, log on to Time & Attendance
normally, and then click the Options button in the upper-right corner of any main page.
In the Options window, click to select the Emulation check box, choose the user you
want to emulate from the drop-down menu, and then click Submit. (For more detailed
instructions, see “Configuring Which Users Are Allowed to Emulate a Selected User”

on page 150.

1 To Select Time & Attendance > Setup.

2 In the Users section, click Users.

3 On the Users page, select the user for whom you want to configure user emulation.
All users to whom you have access are listed.

Tip: To sort the list by user ID, last name, or first name, click the User 1D, Last
Name, or First Name column heading. To search for a specific name, select Last
Name from the Column drop-down menu, enter a last name in the Search field,
and then click the & button. (You can also search by a user ID or first name.)

4 Select the Emulation option.

Note: All users who already have permission to emulate the selected user are listed.
If no users have been given permission, the list is blank.

5 To remove a user's permission, click to select the check box in the Delete column for
each supervisor whose emulating permission you want to remove, and then click
Submit.

6 To assign other users permission to emulate the selected user, click the Add addi-
tional Supervisor Users link.

7 On the Supervisor User Lookup page, click to select the check box next to each
supervisor or administrator you want to give permission to emulate the user. Note that
a user must have supervisor rights to emulate other supervisors.

Tip: To select all supervisors in the list, click the check box to the left of the User
heading.

8 Click Done.

9 On the User page, click Submit.
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Allowing a User to Access Locked Pay Cycles

Pay Cycle Access
option

When your payroll administrator begins processing payroll for a pay cycle, he or she will
lock the pay cycle so that no further changes can be made to employee timecard data
for that pay cycle. In some special circumstances, however, an administrator user may
need to be able to modify this data after the pay cycle has been locked. For example, an
administrator may need to edit a time pair that is causing an exception that is holding up
payroll processing. As an administrator, you can assign other administrators permission
to access locked pay cycles.

Note: If a user has access to a locked pay cycle, he/she can make changes until the pay
cycle is rolled. After payroll has been processed and the cycle has been rolled, any
changes to the closed pay period must be made with a payroll adjustment.

Administrators who do not have access to locked pay cycles can still view data for locked
pay cycles, but they will receive an error message if they attempt to edit data for that
cycle.

To configure access to locked pay cycles, follow these steps:
1 Select Time & Attendance > Setup.
2 In the Users section, click Users.

3 On the Users page, select the user whose access to locked pay cycles you want to
configure. All users to whom you have access are listed.

Tip: To sort the list by user ID, last name, or first name, click the User ID, Last
Name, or First Name column heading. To search for a specific name, select Last
Name from the Column drop-down menu, enter a last name in the Search field,
and then click the {% button. (You can also search by a user ID or first name.)

4 Select the Pay Cycle Access option.

You are here: Setup > Users > User \

User

[EXEK)
Status
General Information
Security
Emulation

| Pay Cycle Access

Note: All pay cycles to which the user already has access are listed. If no pay cycles
have been assigned yet, the list is blank.

5 If you want to delete a user's access to a locked pay cycle, click to select the check
box in the Delete column next to the pay cycle you want to delete, and then click
Submit.
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6 To assign the user access to other locked pay cycles, click the Add additional Pay
Cycles link.

Pracﬁﬁonerv Home v| Payroll vlTime & Aftendance - | Recruiting & Staffing v| Reports v‘

Options Help Training Product Suggestions

You are here: Setup > Users > User

User
[EXKK))
Status Pay Cycle Access
General Information|  User Name:  Sigliwak, Alo
Security User ID: asigliwak
Emulation | Delete ‘ Ilow| Pay Cycle ID Pay Cycle Description Active
Pay CyCIe Access 0ption I Pay Cycle Access Add additional Pay Cycles

. Submit

7 On the Pay Cycle Lookup page, click to select the check box next to each pay cycle
to which you want to give the user access, and then click the Done button.

Tip: To select all pay cycles in the list, click the check box to the left of the Pay Cycle
heading, and then click Done.

Pay Cycle Lookup

Search Options

Calumn: Search: I:I l@] (leave field blank to select all)

[JInclude Inactive Pay Cycles

3 Found
O Pay Cycle a Description Active
BIWKLY Bi-Weekly Pay Cycle 4
[ | sEMI Semi-Monthly Pay Cycle "4
[ | WEEKLY Weekly Pay Cycle "4

. Done | . cancel |

8 On the User page, click Submit.
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Deleting User Access from Time & Attendance

Deleting a user’s access removes that user’s ability to access the Time & Attendance
module. The user's employee record is not changed or deleted.

Tip: If you only want to remove access to Time & Attendance temporarily, you can set a

user's status to inactive. You can then reactivate the user at any time without having to

re-enter the user's data.

To permanently delete a user's access to Time & Attendance, follow these steps:

1 Select Time & Attendance > Setup.

2 In the Users section, click Users. All users to whom you have access are listed.
Tip: To sort the list by user ID, last name, or first name, click the User ID, Last
Name, or First Name column heading. To search for a specific name, select Last

Name from the Column drop-down menu, enter a last name in the Search field,
and then click the & button. (You can also search by a user ID or first name.)

3 Click the user ID of the user you want to delete. The User’s information is displayed.

Options Help Training Product Sugaestions

You are here: Setup > Users > User

User

B Add New

[REK]
Status

Status

General Information|  User Name: Siglwak, Alo

Security User ID: asigliwak
Emulation User is currently active ¢
Pay Cycle Access @ Delete user | [ Inactivate User

4 Click Delete User.

5 In the confirmation dialog box, click OK.
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Chapter 7
Setting Up Custom Security Groups for

New Hire Checklists

The ADP Workforce Now™ New Hire feature allows portal administrators to create
custom checklists to track new hire tasks, such as ordering a computer. Checklists are
organized by the employees who will complete the tasks. For example, a checklist can
be sent to a technical support employee who sets up phone service and an Internet
connection. A checklist can also be sent to a manager who provides training manuals to
a new hire and reviews corporate policy guidelines with this person.

In order to access checklists and complete assigned tasks, employees must be assigned
to the Employee Checklists custom security group. Managers must be assigned to the
Manager Checklists custom security group. These groups need to be set up.

As a security master, you were also set up as a portal administrator during the initial
planning phase. Portal administrators are responsible for setting up security groups to
control user access to features in ADP Workforce Now.

Important: The Employee Checklists and Manager Checklists custom security groups
must be created using these exact names. Permissions for each group must be assigned
carefully to ensure that members of these groups see only what they are supposed to.
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Naming the Employee and Manager Groups

When setting up the Employee Checklists and Manager Checklists custom security
groups, name the groups exactly as shown in the screen shots that follow. You must
capitalize the first letter of both words and include one space between
Employee/Manager and Checklists.

e T (R Home v | Workflow Setup v|Securi1yAccess v| Configuration v| Reports » | Recruiting & Staffing v‘

Security Groups ?

Employee CheCk“Sts Group Name: p [Employes Checklists Group Description:  [Employee Checklists
grOUp Group Type: p|employee ¥ Group Status: b|Active ¥

Rukes | htembers Permissions

Rules can determing the members of @ Securty Group. Select the rules you want to use. When you are done, click snother tab or click Save Group to extt.

Membership Rules

A - F

7 RuleMame Rule Description 7

[T Active Status Orly active employees 2
[T HRManagers Human Resources Managers

[T Payrol and HR Emplovees Payroll anct HR Employees

[ Payrol and HR Managers Payrall and HR Managers j

. AddRule |

. Save Group \ Delete Group . Cancel \

(N E T (TRl Home = | Warkflow Setup v|SecuriwAccess = | Configuration vlﬁepuns vlﬁecruitmg&stafﬁng v|

Security Groups ?

Manager Checklists —— Group Mame: p [Manager Checkiists Group Description:  |Manager Checkiists
group Group Type: »|menager ¥ Group Status: )| Adive *

Rules | Members Permizsions

Rules can determine the members of a Security Group, Select the rules you veart to use. When you are done, click another tab or click Save Group to exit

Membership Rules

Fay - . A

7 RuleHame Rule Description =

[© Active Status Only active employees =
T HRManagers Human Resources Maragers

[T Payroland HR Emplovees Payroll and HR Employees

[T Payrolland HR Menagers Payrol and HR Managers j

. AddRule |

. Save Group \ Delete Group . Cancel :I

Note: Detailed instructions on setting up custom security groups are provided in Chapter
3: “Setting User Access in ADP Workforce Now” on page 57.
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Assigning Permissions to the Employee and Manager Groups

When setting up the Employee Checklists and Manager Checklists custom security
groups, you need to assign permissions carefully.

Important: Make sure that members whom you add to the Employee Checklists and
Manager Checklists custom security groups keep the same permissions that were
assigned to them in other security groups to which they belong. You do not want to
expose the users to content they should not see. You do not want to remove existing
permissions, either.

Example 1: When to Maintain Default Security Group Permissions

In this example, the
permissions that are selected
for the Employee Checklists
custom security group are the
same ones selected for the
default employee security

group.

If all members of the Employee Checklists or Manager Checklists custom security group
that you are setting up are being pulled from a default security group of the same
employee type, assign the same permissions as this default group.

For example, all the members that you assign to the Employee Checklists group are now
inactive in the default employee security group. These members will not be able to view
the options selected for the default group unless you select the same options for the
Employee Checklists group.

On the Permissions tab, assign the same permissions as the default security group.

(T (R Home ~ | Workflow Setup vlSecuriWAccess v‘ Configuration ~ | Reports « | Recruiting & Stafing +

Security Groups ?
Group Name: Employee Checklists Group Description:  [Employee Checkiists
Group Type:  employee Group Status: b |Active ¥
Rules Members / Permizsions
Thiz Security Graup has permission to the selected features.
==

~ Employes Home Tab

~ Employee Pay and Taxes Tab

~ Employee Time and Atendance Tab
! Fucter Atiikutes

[ Benets Tah

[ Personal Informetion Tek

[ Heater Atriutes

[ Career T

- Save Group J - Delete Group J - Cancel J

Important: The permissions selected should include the Administrative Activities
options that allow users to receive new hire checklists. The screen shot in Example 2
shows where these options are selected.

Example 2: When to Assign Only the Administrative Activities Options

If members of the Employee Checklists or Manager Checklists custom security group
that you are setting up belong to different security groups of the same employee type,
only select the Administrative Activities options. These options allow the members to
receive new hire checklists that are assigned to them, but they do not change what the
individual members currently see and do on the site.

ADP Workforce Now™

159 Security Guide



- Setting Up Custom Security Groups for New Hire Checklists

For example, some members that you assign to the Manager Checklists custom security
group were active users in the default manager security group. Other members belong
to more than one custom manager security group. Because these members belong to
different security groups, they have access to different areas in ADP Workforce Now.
You do not want to change these individual rights.

On the Permissions tab, only select the two Administrative Activities options.

[ il Home ~ | \ordlow Setup ~ [ Security Access ~ | Configuration ~ | Reports + | Recruiting & Stafiing —

Security Groups ?
Group Name: Manager Checklists Group Description:  [\anager Checkiists
Group Type: manager Group Status: »[active =
Rules Members f Permissions.

[T select a1

™ Manager Time and Attendance Tak

El ¥ hanager Home Tab

2 M welcome
™ 2DP Banner
I Hews and Announcemerts
I spetight
™ Everts
I wieslcome
I Features
™ Banners
= W Message Certer at a Glance

I Time & Atterdancs Messages

Click to select [—
Administrative Activities ; R
under Message Center ata 3 acivtcs
Glance. 7 HR & Benefts essages

E ™ Message Center
Click to select T approveis

™ notifications:

Administrative Activities —1 ¢, e s
under Message Center. T Resources

™ spproval History
™ Recruting Tab

™ Header Attributes

Click to clear all other
L I manager Reports Tak
permissions. T i Tosm To

@ swveGrowp @ veicteGroup | W conce

Note: Detailed instructions on setting up custom security groups are provided in Chapter
3: “Setting User Access in ADP Workforce Now” on page 57.

Security Guide 160 ADP Workforce Now™



Appendix A: Selecting Membership
Rule Attributes and Values

When adding or changing a membership rule, you will need to select the correct
membership rule attributes and enter the correct values on the Membership Rules page.
The following tables provide information for selecting membership rule attributes and

values based on fields and values in your ADP Workforce Now® modules.
The attributes and values you select when adding or changing membership rules depend
on the combination of modules your company is using. Tables 1, 2, and 3 provide

membership rule attributes and values, and the corresponding system of record fields
and values, for each module.

To find attributes and values, locate the combination of modules your company is using
below. Reference the tables listed for your module combination to determine the
membership rule attributes and values you should use.

If you have... Use...

Payroll module, HR & Benefits module, and Time Table 2, HR & Benefits Module and

& Attendance module Table 3, Time & Attendance Module
Payroll module and HR & Benefits module Table 2, HR & Benefits Module
Payroll module and Time & Attendance module Table 1, Payroll Module and

Table 3, Time & Attendance Module

Payroll module Table 1, Payroll Module
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Table 1. Payroll Module

Membership
Rule Attribute

EEOC Job Clas-
sification Code

Compensation
Manager

Location

Time and
Attendance
Supervisor

Payroll Standard
Hours

Payroll Module
Field

Statutory
Compliance »
VETS/EEO

Employee »
Position »
Position »
Location

Employee »
Pay Rates »
Current Rates »
Standard Hours

Payroll Module
Value(s)

* Execu-
tive/Senior
Level Offi-
cials and
Managers

e First/Mid-
Level Offi-
cials and
Managers

e Professionals

e Technicians

e Sales
Workers

e Administra-
tive Support
Workers

e Craft
Workers

e Operatives

e Laborersand
Helpers

e Service
Workers

Client-defined

Client-defined

Membership
Rule Value(s)

e 11
e 12
2

[ ]
© oo ~NOoO Ol b~ Ww

Client-defined

Client-defined

Notes

Attribute is
valid only if HR
functionality is
turned on in the
Payroll module.

Attribute not
used.

Membership
rule values
should match
the
client-defined
values in the
module.

Attribute not
used.

Membership
rule values
should match
the
client-defined
values in the
module.
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Pay Group/ None Assigned by Company code Company Code
Company Code ADP, Inc. assigned by is created and
ADP, Inc. assigned when
your company is
set up.
Department Employee » Client-defined Client-defined In the Payroll
Position » module, click
Position » the plus sign (+)
Home on the Home
Department » Department
Code field to display
the Code field.
Employment Employee » e Hourly e Hourly
Rate Type Pay Rates » e Salary e Salaried
Current * Daily e Daily
Rates » Rate
Employment Employee » e Active e Active
Status Position » e Terminated e Terminated
Status » e Leave e Leave of
Current Status * Deceased Absence
e Deceased
FLSA Status Employee » Client-defined Client-defined Membership
Position » rule values
Position » should match
FLSA the
client-defined
values in the
module.
Shift Employee » Client-defined Client-defined Membership
Position » rule values
Position » should match
Assigned Shift the
client-defined
values in the
module.
Performance — — — Attribute not
Manager used.
Regular or Employee » CONS TEMP If client-defined
Temporary Position » CONT TEMP values are used,
Position » the membership
Employee Type COoP TEMP rule value
TEMP TEMP should match
. . . . the
Client-defined Client-defined client-defined
value.
Standard Hours ~ — — — Attribute not
used.
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Bargaining Unit

Full or Part
Time

Job Code

Manager

Employee » Client-defined Client-defined
Position »

Position »

Union Code

Employee » e FTR e FTR
Position » e PTR e PTR
Position » e Client- e Client-
Employee Type defined defined
Employee » Client-defined Client-defined
Position »

Position » Job

Title » Code

Employee » Check box is Manager
Position » selected

Position » This
is a supervisor
position check

box

Membership
rule values
should match
the
client-defined
values in the
module.

The Full or
Part Time attri-
bute and values
are applicable
only if FTR or
PTR is selected
inthe Employee
Type fieldinthe
Payroll module.

If client-defined
values are used,
the membership
rule value
should match
the
client-defined
value.

In the Payroll
module, click
the plus sign (+)
on the Job Title
field to display
the Code field.

Membership
rule values
should match
the
client-defined
values in the
module.

Security Guide

164

ADP Workforce Now



Appendix A: Selecting Membership Rule Attributes and Values -

Time and Atten- = — — — Attribute not
dance Employee used.

Hire Date Employee » Client-defined Client-defined Membership
Position » rule values
Status » Hire should match
Date the
client-defined
values in the
module.
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Table 2. HR & Benefits Module

Membership HR & Benefits HR & Benefits Membership Notes
Rule Attribute Module Field Module Rule Value(s)
Value(s)
EEOC Job Clas- — — — Attribute not
sification Code used.
Compensation — — — Attribute not
Manager used.
Location Company » Client-defined Client-defined Depending on
Corporate how your
Groups » company is set
Structure up, you can
drop-down establish rules
list » based on the
Location » Location Name
Add/Edit » field or the
Location Name Auxiliary field,
but not both. See
the Location
Company » Code field inthe
Corporate Integration
Groups » Profile
Structure (Integration »
drop-down Integration
list» Profile).
Location » )
Add/Edit » Membership
Auxiliary 1 rule values
should match
Auxiliary 2 the
Auxiliary 3 client-defined
- values in the
Auxiliary 4 module.
Auxiliary 5
Time and — — — Attribute not
Attendance used.
Supervisor
Payroll Standard = Employee » Client-defined Client-defined Membership
Hours Earnings » edit/ rule values
view » should match
Hours per Week the
client-defined
values in the
module.
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Pay Group / Company » Assigned by Company code The Company
Company Code Corporate ADP, Inc. assigned by code is created
Groups » ADP, Inc. and assigned
Structure when your
drop-down company pay
list » Pay Group groups are set
up.
The Company
code is the
second, third,
and fourth char-
acters in the Pay
Group Name.
Department Company » Client-defined Client-defined Depending on
Corporate how your
Groups » company is set
Structure up, you can
drop-down establish rules
list » based on the
Department » Department
Add/Edit » Name field or
Department the Auxiliary
Name field, but not
both. See the
Home Depart-
Company » ment field in the
Corporate Integration
Groups » Profile
Structure (Integration »
drop-down Integration
list » Profile).
Department » .
Add/Edit » Membership
Auxiliary 1 rule values
should match
Auxiliary 2 the
Auxiliary 3 client-defined
- values in the
Auxiliary 4 module.
Auxiliary 5
Employment Employee » e Hour e Hourly
Rate Type Earnings » *  Week e Salaried
edit/view » e Two Weeks e Salaried
per e Half Month e Salaried
e Month e Salaried
e Quarter e Salaried
e Year e Salaried
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Employment Employee » e Active e Active Search for an
Status Status » e Terminate e Terminated employee in the
Status Today e Retire e Retired Employee
e Placeon e Leave of Management
Leave Absence Center, and then
e Deceased e Deceased select Status.
(Client- (Client- Click edit to
defined) defined) display Status
Today.
Employee

Status is Active
by default when
employees are
added in the HR
& Benefits
module.

Define the
Deceased value
in Company »
EE Status.
Select Termi-
nated in the
Type field and
add the value.
The value must
be Deceased for
a membership
rule to work.

If managers are
on leave, termi-
nated, retired, or
deceased, they
are removed
from the
manager role, so
rules based on
these values will

not apply.

FLSA Status HR » Jobs » e Exempt e Exempt Select a job
FLSA Code * Non- * Non- from the Job
exempt exempt Table and click
edit or view to
display the
FLSA Code
field.
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Shift

Company »
Custom Fields

Client-defined

Client-defined

A custom field
can be defined

in the
Company »
Custom Fields
tab.

Depending on
how your
company is set
up, you can
establish rules
based on the
Assigned Shift
field. See the
Assigned Shift
field in the Inte-
gration Profile
(Integration »
Integration
Profile).

Membership
rule values
should match
the
client-defined
values in the
module.

Performance — — — Attribute not
Manager used.

Regular or — — — Attribute not
Temporary used.

Attribute not
used.

Standard Hours — — _

Attribute not
used.

Bargaining Unit = — — —

Full or Part — — — Attribute not
Time used.
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Job Code

Manager

Time and Atten-
dance Employee

Hire Date

HR » Jobs »
Job Code

HR » Job
Title » Name

HR » Jobs »
Management
Position?

Employee »
Work » edit/
view »
Date of
Hire/Rehire

Client-defined

Yesradio button
is selected

Client-defined

Client-defined

Manager

Client-defined

Depending on
how your
company is set
up, you can
establish rules
based on job
codes or job
names, but not
both. See the
Job Code field
in the Integra-
tion Profile
(Integration »
Integration
Profile).

Job codes and
job names are
assigned by the
client when
adding jobs on
the Add Job
Title page.

Membership
rule values
should match
the
client-defined
values in the
module.

The Manage-
ment Position?
field displays on
the Add Job
Title page or
Edit Job Title
page after
selecting a
management
position from
the Job Table
and clicking
Add or Edit.

Attribute not
used.

Membership
rule values
should match
the
client-defined
values in the
module.
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Table 3. Time & Attendance Module

Membership
Rule Attribute

EEOC Job Clas-

sification Code

Compensation
Manager

Location

Time and Atten-

dance Super-
visor

Payroll Standard

Time & Atten-
dance Module
Field

Employee »
Supervisor
Flag »

Is Supervisor
check box

Time & Atten-
dance Module
Value(s)

Check box is
selected

Membership
Rule Value(s)

Y foremployees

who are
managers or
supervisors

N for employees

who are not
managers or
supervisors

Notes

Attribute not
used.

Attribute not
used.

Attribute not

Hours used.
Pay Group / — — — Attribute not
Company Code used.
Department Maintenance » Client-defined Client-defined Membership
Employees » rule values
Main » should match
Department the
client-defined
values in the
module.
Employment — — — Attribute not
Rate Type used.
Employment Maintenance » Employee is Active
Status Employees » Active is
Status selected
Terminated Employee is
Employees » Inactive is Leave of
Status selected Absence
Employee
Scheduled for | orinateq
Termination is
selected
FLSA Status — — — Attribute not
used.
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Shift

Performance
Manager

Regular or
Temporary

Standard Hours
Bargaining Unit
Full or Part
Time

Job Code

Manager

Time and Atten-
dance Employee

Hire Date

Maintenance »
Employees »
Main »

Job

None.

- Appendix A: Selecting Membership Rule Attributes and Values

Client-defined

None.

Client-defined

Y for active
employees

N for terminated
employees

Attribute not
used.

Attribute not
used.

Attribute not
used.

The Job field in
the Time and
Attendance
module may or
may not display
depending on
how your
company was
set up.

Membership
rule values
should match
the
client-defined
values in the
module.

Attribute not
used.

Attribute not
used.
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